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Abstract 

Users’ intentions and behavior when using the Internet of Things (IoT) are essential 

issues in contemporary technology research. This research used the Theory of Planned 

Behavior (TPB) model to predict undergraduates’ IoT use intention and behavior 

in the smart home context. A total of 412 undergraduates at four universities in Taiwan 

participated in this study. The Structural Equation Modeling (SEM) approach was 

utilized to test the hypotheses. The results revealed that undergraduates’ attitudes and 

subjective norms had a positive effect on their IoT use intention, which, in turn, had 

effects on their IoT use behavior. This study also found that undergraduates’ risk 

perception of behavioral control had a negative effect on their IoT use intention. 

In contrast, their perceived risk of behavioral control had a positive direct effect on their 

IoT use behavior. This research contributes to the current state of knowledge since the 

proposed model revealed that undergraduates’ adoption of the Internet of Things might 

not be entirely rational. Their risk perception of behavioral control might play particular 

role. 
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Introduction 

The Internet of Things (IoT) technology brings both convenience and new challenges, as it enables interconnected 

products, data collection, and customization with risk issues. The IoT refers to devices with microprocessors that 

can be connected to the Internet (George et al., 2021; van Deursen et al., 2021). On the one hand, this new 

technological development brings convenience and improves work performance; on the other hand, it poses 

several new problems and challenges (Hsu & Lin, 2016; Mani & Chouk, 2018; Philip et al., 2022; Roe et al., 2022). 

People only need to understand what a standalone technology product does or how to use it before deciding to 

buy or adopt it. However, the advent of the IoT era has complicated this decision-making since IoT technology can 

connect products to products and products of third parties through the Internet or other connection technologies 

(Paupini et al., 2022; F. Zhang et al., 2023). These processes collect and integrate data to customize technology 

products according to consumer needs (Hsu & Lin, 2016; Kim et al., 2019; F. Zhang et al., 2023). For example, in 

addition to providing the functions of traditional watches, smart watches can also record users’ health statuses 

and store data in cloud storage through the network. IoT technology brings unprecedented convenience, while on 

the other hand, it requires users to rethink its risks and costs (Cheryl et al., 2021). 

https://doi.org/10.5817/CP2024-4-8


 

Risk issues are significant in Internet use, especially with IoT growth, driving government regulation and education 

efforts. The rapid development of IoT makes transmitting and receiving information more frequent, making risk 

issues more complex (Cheryl et al., 2021; George et al., 2021; F. Zhang et al., 2023). These risk perceptions may 

stem from the Big Brother effect, which refers to individuals’ awareness of being monitored and controlled by 

powerful organizations (F. Zhang et al., 2023). When accessing information products, personal digital footprints 

may be collected by big data systems (Henry et al., 2022; Q. Yang, 2021). The customized services formed by big 

data systems accordingly may make people overly dependent on these information services and may end up 

controlling their lives (van Deursen et al., 2021). Relevant government departments try to protect users’ rights by 

formulating laws (Cheryl et al., 2021) or promoting formal and informal education (Y. T. Chen et al., 2021; Tsai et 

al., 2022). Past studies have found that different age groups have different attitudes and behaviors regarding using 

the Internet or technology products (Kim et al., 2019; van Deursen et al., 2021). Highly educated people may be 

more receptive to emerging technologies than less educated people (Baudier et al., 2020). The current study aimed 

to understand and explore undergraduates’ attitudes towards and use behaviors of the IoT. 

The Theory of Planned Behavior (TPB; Ajzen, 1985, 2002) is a behavioral decision model primarily applied to 

understand individuals’ behavior. In the TPB model, behavioral intentions are rational and are assumed to predict 

behaviors, and several antecedents predict behavioral intentions. TPB has been successfully applied to 

interpretive research on technology use, including online behavior (e.g., Aderibigbe et al., 2021), technology 

product consumption (e.g., Perri et al., 2020), and IoT use intention (e.g., Almazroi, 2023; Alraja, 2022; Hasan et al., 

2023; Pal et al., 2020, 2021; H. Yang et al., 2017; W. Zhang & Liu, 2022). However, the intention variable is more 

often included in the models tested in these studies than the actual behavior variable. In addition, fewer studies 

have discussed the rational process of IoT adoption behavior. Therefore, the current study focused on exploring 

the use of the TPB model to predict undergraduates’ IoT use intentions and behaviors in the smart home context, 

and explored the role of perceived risk in this model. The following research question was addressed: Could the 

TPB model incorporating the risk perception variable explain undergraduates’ rational adoption of the IoT? 

Perceived Benefits and Risks of IoT Usage 

Risk perception refers to an individual’s subjective judgment about the extent of risk associated with a specific 

product or event (Aggarwal et al., 2020; Binder et al., 2012). The threats and risks of technological products are 

related to IoT users’ change in attitude toward adoption (Aggarwal et al., 2020; Pal et al., 2021; Philip et al., 2022; 

van der Zeeuw et al., 2023; van Deursen et al., 2021). Users often increase their risk perception and tend to have 

negative attitudes toward products requiring sensitive personal data (Cheryl et al., 2021; Pal et al., 2021) and digital 

footprints (Henry et al., 2022). In this case, it may affect users’ willingness to provide personal data, thereby 

reducing the intention to adopt the product. The individual’s knowledge of the technology may also affect their 

use intention (Aggarwal et al., 2020; Alkawsi et al., 2020). Therefore, if service providers intentionally conceal what 

information is taken from users, or if individuals have limited knowledge and understanding of the technology, it 

may also affect their risk perception. 

The crucial factors that influence users’ adoption behavior of technology products may originate from their 

perceptions of the benefits of the product or the consideration of user costs. The Privacy Calculus Theory asserts 

that an individual’s behavioral motivation is affected by dual driving forces: perceived benefit and perceived risk 

(Alraja, 2022; Kim et al., 2019; Lünich et al., 2023; Ostendorf et al., 2022; Pal et al., 2021; Princi & Krämer, 2020). 

The former has a positive driving force, while the latter has an opposing one (Hsu & Lin, 2016; Kim et al., 2019). 

For example, individuals may consider the positive drive generated by benefits such as improving performance 

(Hsu & Lin, 2016; Kim et al., 2019) before deciding whether to use IoT services. In contrast, the risk of personal 

data leakage (Hsu & Lin, 2016; Kim et al., 2019; Pal et al., 2021; Princi & Krämer, 2020) or device failure (Alraja, 

2022) in using IoT services is an opposing driving force. When individuals’ positive drive is much higher than their 

negative drive, IoT services may be used, but not vice versa (Kim et al., 2019).  

Risk perception has a considerable influence on the motivation of IoT technology product users. Users with certain 

risk perceptions may reduce their willingness to adopt such products (Aggarwal et al., 2020; Hasan et al., 2023; Pal 

et al., 2021; Princi & Krämer, 2020; H. Yang et al., 2017; W. Zhang & Liu, 2022). For Privacy Calculus Theory, related 

IoT studies (Kim et al., 2019; Princi & Krämer, 2020) have revealed that when individuals perceive the benefits of 

technology products, they might have a higher tolerance for risks, which could prompt them to be willing to 

provide their data to obtain the services or benefits provided by suppliers. Recent studies have also revealed that 

the impact of benefit perception on IoT users was more stable than that of risk perception (Kim et al., 2019; Princi 



 

& Krämer, 2020). A concept related to the Privacy Calculus Theory is the privacy paradox, which concerns users’ 

privacy-related decisions and behaviors (Cloarec et al., 2024). The privacy paradox refers to the divergence 

between privacy attitudes and actual behavior, in which users may indicate that they care about their privacy but 

rarely take protective actions (Barth & de Jong, 2017; F. Zhang et al., 2023). Regarding the privacy paradox, people 

may be more inclined to pursue immediate benefits and ignore potential long-term privacy risks in some cases 

(Barth & de Jong, 2017). Accordingly, Privacy Calculus Theory is an explanatory framework used to describe users’ 

rational calculation processes in information disclosure decisions, while the privacy paradox is an observational 

phenomenon used to describe the contradiction between users’ privacy attitudes and their actual behaviors. This 

behavior may be inconsistent with their initial trade-offs when making privacy calculations, thus presenting a 

privacy paradox phenomenon (Cloarec et al., 2024). 

The Models Depict the Adoption of IoT Technology 

The Theory of Planned Behavior (TPB; Ajzen, 1985, 2002) is a behavioral decision model primarily used to predict 

and understand human behavior in marketing, advertising, and public relations (Mital et al., 2018). The TPB has 

also been applied to research on prosocial behaviors, nutritional interventions, and pro-environmental psychology 

(Mital et al., 2018; W. Zhang & Liu, 2022). The Technology Acceptance Model (TAM; Davis et al., 1989) is another 

widely used model for exploring an individual’s behavior or intention to adopt an IoT technology product (Kumar 

et al., 2023). These two theories were inspired by the Theory of Rational Action (TRA; Ajzen & Fishbein, 1973), which 

has been used to explain how attitudes rationally influence individual behavior. The Unified Theory of Acceptance 

and Use of Technology (UTAUT/2; Venkatesh et al., 2003, 2012) is a synthesis of several theories, such as TAM and 

TPB. The UTAUT2 has been widely applied in IoT research (Kumar et al., 2023). These four models have been 

applied to explain emerging technology adoption behavior or intention (Kumar et al., 2023; Mital et al., 2018; Pal 

et al., 2020). 

Several related studies have shown that the TAM fails to adequately explain the behavioral intention of IoT 

technology adoption behavior (e.g., Almazroi, 2023; Pal et al., 2020; H. Yang et al., 2017). The antecedent factors 

of the TAM are benefit perceptions, which have a positive driving force. Nevertheless, the TAM does not include 

the factor of subjective norms and ignores the psychological factor of social influence, which TRA focuses on. On 

the contrary, the TPB is a TRA modification, adding a behavioral control factor (Hansen et al., 2018). Additionally, 

nine factors in the UTAUT2 model may fail to fit the parsimony principle of Structural Equation Modeling (SEM; 

Kline, 2011). Based on the above discussion, the TPB may be more suitable for predicting users’ IoT intentions and 

behavior (W. Zhang & Liu, 2022). However, as technology evolves, new technologies and products require more 

user information or digital footprints to provide customized services (Henry et al., 2022; Q. Yang, 2021). These 

models gradually fail to comprehensively explain technology adoption behavior (Zhang & Liu, 2022). Therefore, 

the TPB may need to be modified to include the risk perception factor for explaining IoT adoption (Hasan et al., 

2023; H. Yang et al., 2017; W. Zhang & Liu, 2022). 

The TPB assumes that behavior is predicted by behavioral intention, which refers to an individual’s tendency and 

degree of action to engage in a particular behavior. Use intentions are predicted by attitudes, subjective norms, 

and behavioral control (Ajzen, 2002). Attitude is an individual’s predisposition to perceive a particular thing or idea 

positively or negatively. Subjective norms refer to the social influence of significant others an individual perceives 

when adopting a particular behavior. Behavioral control is one’s perceived ability to control the processes when 

engaging in a specific activity. In addition, the TPB assumes that behavior is predicted by behavioral control. This 

model was proposed several decades ago. Early technology products may not have required users to provide so 

much personal data, so risk perception may not have been a critical prerequisite at that time. This discussion also 

shows the need to adjust the TPB with risk perception in the current research on IoT usage (Hasan et al., 2023; 

H. Yang et al., 2017; W. Zhang & Liu, 2022). 

Several studies have incorporated the TPB to explain users’ IoT adoption (e.g., Almazroi, 2023; Alraja, 2022; Hasan 

et al., 2023; Pal et al., 2020; H. Yang et al., 2017; W. Zhang & Liu, 2022). Among these studies, the risk perception 

factor was considered in some (e.g., Alraja, 2022; Hasan et al., 2023; H. Yang et al., 2017; W. Zhang & Liu, 2022). 

For example, Alraja (2022) combined the TPB and Privacy Calculus Theory to examine healthcare providers’ 

behavioral intention to use IoT-enabled healthcare applications. However, the actual behavior factor was rarely 

incorporated into models in these studies. Besides, the proposed models in these studies were extended to a 

more complex extent to include risk perception or other factors. Such a complex model may not comply with the 



 

parsimony principle of SEM (Kline, 2011). Therefore, to explain the adoption behavior of IoT, the proposed model 

in the current study needs to follow the parsimony principle of SEM. 

This study adopted the TPB to explore undergraduates’ IoT use behavior. The model was revised, refined, and 

incorporated with the risk perception factor by discussing findings from previous studies. Furthermore, the 

application of the TPB in IoT usage research is limited (Kumar et al., 2023; Mital et al., 2018). In addition to providing 

empirical evidence for the rational process of this model, this study may also improve its inferences. 

The Antecedent Factors of IoT Adoption Intention and Behavior 

If people have a positive attitude toward IoT, they may have the intention to invest time and resources in 

understanding and using IoT devices (George et al., 2021; Mital et al., 2018; H. Yang et al., 2017; W. Zhang & Liu, 

2022). In addition, the correlation between attitude and intention factors has always existed in the TRA, TPB, and 

TAM models (H. Yang et al., 2017). Attitudes toward the perceived benefits or usefulness have been found to affect 

IoT technology adoption intentions (e.g., Almazroi, 2023; George et al., 2021; Hasan et al., 2023; Hsu & Lin, 2016; 

Mital et al., 2018; H. Yang et al., 2017; W. Zhang & Liu, 2022). A study by van der Zeeuw et al. (2023) revealed that 

IoT remote access and scheduling functions could provide households with convenience, which determined their 

intentions to use IoT devices. For example, if people have the attitude that the robot vacuum can effectively clean 

the floor and improve their work efficiency, they may intend to adopt this technology. However, some studies also 

found that attitudes were not necessarily an essential antecedent of IoT technology adoption intentions in some 

cohorts (e.g., Alraja, 2022). For example, robot vacuums may be too expensive for some people to afford. Such a 

relationship may appear inconsistent. Thus, the first hypothesis (H) is as follows: 

H1: Attitudes have a positive effect on IoT use intention. 

Potential users of emerging technologies lack sufficient information to decide to adopt technology. Therefore, 

users’ adoption of emerging technologies may be affected by the opinions of their peers (H. Yang et al., 2017). 

Such a factor mainly includes subjective norms or social influences. Users’ intentions may increase when IoT 

services have social influences or high subjective norms (George et al., 2021). Subjective norms have been found 

to affect IoT technology adoption intentions (e.g., Alraja, 2022; George et al., 2021; Mital et al., 2018; H. Yang et al., 

2017). For example, if people’s peers use robot vacuums, they may intend to adopt them. However, some studies 

also found that subjective norms were not necessarily an essential antecedent of IoT technology adoption 

intentions (e.g., W. Zhang & Liu, 2022). For example, a study by van der Zeeuw et al. (2023) revealed that users of 

vacuum cleaners felt these machines were intrusive to the homemakers’ domain and perceived a loss of control 

and quality in this domain. If people’s significant others have negative opinions about robot vacuums after using 

them, this situation may influence people’s intention to adopt them. Accordingly, the hypothesis is as follows: 

H2: Perceived subjective norms have a positive effect on IoT use intention. 

Relevant scholars (Aggarwal et al., 2020; Hasan et al., 2023; H. Yang et al., 2017; W. Zhang & Liu, 2022) have pointed 

out that benefit perception alone cannot effectively predict IoT behavioral intentions. Since IoT technology can 

interconnect products and third parties through the Internet or other connection technologies (Paupini et al., 

2022), risk perception impacts individuals’ IoT behavioral intentions. Moreover, the risk perceptions have been 

included in the Privacy Calculus Theory to explain the adoption of IoT (e.g., Alraja, 2022; Hsu & Lin, 2016; Kim et 

al., 2019; Pal et al., 2021; Princi & Krämer, 2020). Therefore, to correctly predict current IoT behavior intentions, 

factors related to risk perception should be added to the TPB model (Hasan et al., 2023; H. Yang et al., 2017; Zhang 

& Liu, 2022). The factor of behavioral control in the TPB was modified to risk perception of behavioral control in 

the current study. The risk perception of behavioral control is defined as users’ risk perceptions of controlling a 

particular technology when adopting these technology products (Hansen et al., 2018; Hsu & Lin, 2016; Kim et al., 

2019; van Deursen et al., 2021). Risk perception has been found to affect IoT technology adoption intentions both 

negatively (e.g., Aggarwal et al., 2020; Hsu & Lin, 2016; W. Zhang & Liu, 2022) and positively (e.g., Hasan et al., 

2023). Such a relationship may appear inconsistent. In addition, risk perception has been found to affect actual 

IoT use negatively (e.g., Princi & Krämer, 2020). For example, a robot vacuum typically scans a home layout and 

stores it in a cloud system to help it navigate and clean. This measure may cause users to worry about sensitive 

information in the home setting being leaked or controlled by information equipment companies. These concerns 

may reduce the intended and actual use of the device. Accordingly, the following are hypothesized: 

H3: Risk perceptions of behavioral control have a negative effect on IoT use intention. 



 

H4: Risk perceptions of behavioral control have a negative effect on IoT use behavior. 

Usually, users’ intentions signal preparation for behavioral action (Ronaghi & Forouharfar, 2020). When users have 

a specific usage intention, they may take corresponding behavioral actions to satisfy this intention (J. H. Chen et 

al., 2020). In addition, the relationship between these two factors has always existed in the TRA, TPB, and TAM 

models. This relationship has been studied and verified in IoT research (Kumar et al., 2023). Intentions have been 

found to affect IoT technology adoption behaviors (e.g., Alkawsi et al., 2020; Princi & Krämer, 2020; Ronaghi & 

Forouharfar, 2020). For example, if people intend to adopt a robot vacuum, they may be more likely to actually 

adopt this technology product. However, some studies also found that intentions were not necessarily an essential 

antecedent of IoT technology adoption behaviors (e.g., J. H. Chen et al., 2020). For example, people trying to use a 

robot vacuum may be too busy to actually go to a store to select and purchase the product. Accordingly, the 

hypothesis is as follows: 

H5: Use intention has a positive effect on IoT use behavior. 

From the above discussion, the literature review of the TPB and Privacy Calculus Theory shows that both benefit 

and risk perceptions are essential and cannot be ignored (Hasan et al., 2023; H. Yang et al., 2017; W. Zhang & Liu, 

2022). Therefore, the interactive relationship between benefit and risk perceptions should be explored more 

clearly in this study to further understand their effect on IoT users’ intentions and behavior. Thus, this study 

assumed that the antecedent factors of IoT use intentions and behaviors included users’ attitudes, subjective 

norms, and perceived risk of behavioral control. 

Methods 

Research Method and Framework 

The survey research method was adopted in this study, and data were collected using questionnaires. SEM was 

used to verify the TPB model and predict undergraduates’ IoT use intentions and behaviors. According to the 

theoretical basis discussed above, the research framework was proposed in this study, as shown in Fig. 1; it 

comprises the five research hypotheses mentioned above (H1~H5). 

Figure 1. Research Framework of This Study. 

 

Participants 

The research team selected three universities in northern, central, and southern Taiwan as participant sources by 

purposive sampling. In purposive sampling, the researcher directly (rather than randomly) selects a subset 

representing the entire population (Fraenkel et al., 2012). Since Taiwan has several science and technology 

universities, one university of science and technology in southern Taiwan was also selected. A total of 412 

questionnaires were returned from November 2021 to March 2022. Among them, 246 (59.7%) were from male, 

and 166 (40.3%) were from female respondents. Science majors accounted for 285 (69.1%) responses, and non-

science majors for 127 (30.9%). These undergraduates ranged in age from 18 to 27 years old, with an average age 

of 20.3 years. 



 

Instrument 

The instrument in this study included five subscales: attitude, subjective norms, risk perception of behavioral control, 

intention, and behavior (see Table 1). The instrument was designed based on the idea of the IoT ecosystem, which 

includes users, devices, and services (Shin & Park, 2017). In the preface of the questionnaire, the context of using 

devices or services, including smart watches, smart bracelets, robot vacuums, and wireless cameras, was set in a 

smart home. Using a Likert-scale item, respondents may more frequently declare themselves neutral on a 5-point 

Likert scale, while a 4-point Likert scale without a neutral point may force respondents to be more thoughtful and 

express more accurate ratings (Adelson & McCoach, 2010). Some scholars, therefore, used 4‐point scales in their 

studies (e.g., Caspi et al., 2019; Xu & Leung, 2018). The 4-point Likert scale was thus applied in this study. The first 

four subscales were scored using the 4-point Likert scale. These options were designed as strongly disagree, 

disagree, agree, and strongly agree, and each option was scored as 1 to 4 points. The behavior subscale, for instance, 

was scored using the 4-point Likert scale. The options were never, rarely, sometimes, and often, and a score of 1 to 

4 was given.  

The attitude subscale (Kim et al., 2019) consisted of five items, with Cronbach’s α reliability of .87. An example item 

is: Using this IoT service would improve my performance. The subjective norms subscale (Hsu & Lin, 2016), which 

consisted of four sub-items, had a Cronbach’s α reliability of .94. An example item is: Most people in my peer group 

frequently use IoT devices. The risk perception of behavioral control subscale (van Deursen et al., 2021) consisted of 

three items, and its Cronbach’s alpha reliability was .79. An example item is: Using IoT will control our lives. The use 

intention subscale (Hsu & Lin, 2016) consisted of three items, and Cronbach’s α reliability was .87. An example item 

is: I intend to continue using IoT services. The behavior subscale was designed according to Durndell and Haag’s 

(2002) study. There were three items in this subscale, and Cronbach’s alpha reliability was .87. An example item 

is: I have used IoT products in the past year. 

Table 1. The Sub-Scales, Example Items, and Cronbach’s α of the Instrument. 

Scales Example items 
Number 

of items 
Cronbach’s α 

Attitude 
Using this IoT service would improve my 

performance. 
5 .87 

Subjective norms 
Most people in my peer group frequently use IoT 

devices. 
4 .94 

Risk perception of behavioral control Using IoT will control our lives. 3 .79 

Intention I intend to continue using IoT services. 3 .87 

Behavior I have used IoT products in the past year. 3 .87 

Research Process 

The research team first emailed the four university staff to obtain consent to issue the questionnaires. The Google 

Forms system was the online platform to create and distribute the questionnaires. When administering the 

questionnaire, the instructor or teaching assistant explained the study and obtained students’ consent. After that, 

they explained that the context of IoT was focused on smart homes and their devices. Meanwhile, the 

questionnaire link was sent to students who agreed to fill in the questionnaire. Students who completed the 

questionnaire received a stationery gift. The collected data were converted from the Google Forms system into 

Excel and SPSS files for later analyses. 

Data Analyses 

SEM was adopted to test the model fit of the theoretical model in this study, using the software AMOS 18 with 

Maximum Likelihood for parameter assessment. The measurement and structural model fit from two aspects of 

external and internal quality were examined: The external quality index was as follows: The root mean square 

error of approximation (RMSEA) was less than .06, the standardized root mean square residual (SRMR) was less 

than .08 (Hu & Bentler, 1999). The measure fits included the goodness-of-fit index (GFI) and the comparative fit 

index (CFI) greater than .90 (Hu & Bentler, 1999). The internal quality was as follows: the average variance extracted 

(AVE) values of the latent variables were above .5, and the composite reliability was above .6 (Fornell & Larcker, 



 

1981). Moreover, the bootstrap analysis of SEM, based on Baron and Kenny’s (1986) approach, was used to confirm 

mediation effects (Cheung & Lau, 2008).  

Results 

 Assessment of the Measurement Model Fit 

Regarding the correlation of observed variables, a correlation matrix was analyzed according to Pearson’s product-

moment correlation, as shown in Table 2. These correlation coefficients among latent variables ranged from .03 

to .62. Correlation coefficients below .80 indicate no multicollinearity issues (Hutcheson & Sofroniou, 1999). The 

mean, standard deviation (SD), skewness, and kurtosis coefficients of the observed variables in this study are also 

listed in Table 2. The range of skewness coefficients is between −0.41 and −0.03. The range of kurtosis coefficients 

is between −0.73 and 2.69. The cases of skewness under 3 and kurtosis under 10 show that the observed variables 

align with normal distribution (Kline, 2011).  

Table 2. Descriptive Statistics and Pearson’s Correlation Matrix of the Variables. 

Latent variables 1 2 3 4 5 

1. Attitude .74     

2. Subjective norms .43*** .89    

3. Risk perception of behavioral 

control 
.09 .29*** .75   

4. Intention .60*** .50*** .03 .85  

5. Behavior .36*** .62*** .19*** .52*** .84 

M 3.06 2.93 2.49 3.03 2.67 

SD 0.43 0.68 0.61 0.52 0.85 

Skewness −0.19 −0.28 −0.03 −0.41 −0.26 

Kurtosis 2.69 0.17 0.26 1.94 −0.73 

AVE .55 .80 .56 .72 .70 

CR 0.86 0.94 0.79 0.88 0.88 

Note. ***p < .001; the coefficients on the diagonal represent the root of AVE of each variable. 

The measurement model is shown in Fig. 2. The model fit analysis results of the measurement model 

(confirmatory factor analysis, CFA) were GFI = .93, CFI = .97, RMSEA = .06, and SRMR = .05, all of which met the 

model fit standard regarding external quality. All factor loadings ranged from .65 to .94. In terms of internal quality 

(see Table 2), the reliability test results showed that the AVE coefficients of the five latent variables of attitude, 

subjective norms, risk perception of behavioral control, intention, and behavior were .55, .80, .56, .72, and .70, 

respectively, which were all above the criterion of .5. In addition, the composite reliability coefficients of the five 

latent variables were .86, .94, .79, .88, and .88, respectively, which were also all above the criterion of .6. As shown 

in Table 2, the correlation coefficients of each variable with other variables were less than the square root of the 

AVE of that variable. This result means that the requirements for discriminant validity were satisfied (Fornell & 

Larcker, 1981). The above results indicate that the internal quality was acceptable. This model conforms to 

acceptable criteria for external and internal quality, representing that the factors can explain all latent variables. 

  



 

Figure 2. The Measurement Model of Scales in This Study. 

 

 

 Assessment of the Structural Model Fit 

In this study, the relationships among factors of students’ IoT use intention and behavior were investigated. Fig. 3 

shows the tested model with standardized path coefficients, which all reached significance (p < .001). The test 

results of the structural model were GFI = .92, CFI = .95, RMSEA = .06, and SRMR = .07, all of which met the model 

fit standards. This model conforms to acceptable criteria for structural model quality and represents the factors 

that can be used to explain undergraduates’ IoT use behavior and intentions. 

 

Figure 3. The Result of the Structural Model in This Study. 

 



 

The effects of each latent variable in the model were analyzed as shown in Fig. 3. The attitude and subjective norms 

variables had direct positive effects on intention, respectively (β = .53 and β = .35), while risk perception of behavioral 

control had a direct negative effect on intention (β = −.17). The intention variable had a direct positive effect on the 

behavior variable (β = .58). This result showed that if undergraduates perceived higher attitudes and subjective 

norms, they also had higher IoT use intention. However, undergraduates with a higher risk perception of IoT 

products had lower intentions to use them. In addition, the results showed that if the undergraduates had higher 

IoT use intentions, they also had a higher frequency of behavior. 

The indirect effects of each latent variable were tested using bootstrap analysis, as shown in Table 3. The total 

effect of the first path was .31. The overall effect of the second path was .20. The third path could be confirmed as 

a partial mediation effect. The above analysis shows that undergraduates’ risk perception of behavioral control 

variable had an effect on the IoT behavior variable. In addition, it also shows that the effect of undergraduates’ risk 

perception of behavioral control variable on the behavior variable included a direct effect (.24) and an indirect effect 

(−.10) through the intention variable. The total effect of the fourth path was .14, while the total effect of the fifth 

path was .58. This model explained 56% of the variance in IoT use intention (R2 = .56) and 39% of the variance in 

IoT use behavior (R2 = .39). 

Table 3. Indirect Effect Analysis by Using Bootstrapping. 

Paths Direct effects Indirect effects Total effects 

1. Attitude  Intention  Behavior — .31 [.23, .39] .31 [.23, .39] 

2. Subjective norms  Intention  Behavior — .20 [.12, .29] .20 [.12, .29] 

3. Risk perception of behavioral control  Intention  Behavior — −.10 [−.18, −.04] — 

4. Risk perception of behavioral control  Behavior .24 [.12, .33] — .14 [.02, .25] 

5. Intention  Behavior .58 [.48, .67] — .58 [.48, .67] 

Note. Standardized coefficient [95% confidence interval]. 

Discussion 

The results of the current study showed that undergraduates’ attitudes had a direct effect on their IoT use intention 

(β = .53); thus, H1 was accepted. This result is in line with previous IoT research on the relationship between 

attitude and intention (Almazroi, 2023; George et al., 2021; Hasan et al., 2023; Hsu & Lin, 2016; Mital et al., 2018; 

H. Yang et al., 2017; W. Zhang & Liu, 2022). Scholars have found that attitude is a critical antecedent factor 

influencing the intention of individuals to adopt IoT products (Hsu & Lin, 2016; van Deursen et al., 2021). The 

perceived benefits of IoT products have a positive effect on the intention to use them (Hsu & Lin, 2016; Kim et al., 

2019). If undergraduates perceive IoT to improve their daily and homework performance, they might intend to 

use it.  

Moreover, the results of the current study showed that subjective norms had a direct effect on the intention to use 

IoT products (β = .35); thus, H2 was accepted. This result is roughly in line with previous studies on the relationship 

between subjective norms or social influence and the use intention of IoT (Alraja, 2022; George et al., 2021; Mital 

et al., 2018; H. Yang et al., 2017). Schepers and Wetzels (2007) conducted a meta-analysis of 63 technology 

adoption studies and found that subjective norms were an essential factor in the intention to adopt technology. 

Social psychologists believe that users’ significant others can change their opinions about product adoption 

(Schepers & Wetzels, 2007). IoT products have become more diverse in recent years, and their users are increasing. 

Family or friends of undergraduates may become facilitators of their intention to use IoT products. 

Furthermore, the results of the current study showed that risk perception of behavioral control had a direct effect 

on undergraduates’ IoT use intention (β = −.17); thus, H3 was accepted. This result was consistent with related 

research on IoT usage (Aggarwal et al., 2020; Hsu & Lin, 2016; W. Zhang & Liu, 2022). These results also echo the 

Privacy Calculus Theory that asserts the dual driving forces of perceived benefit and risk on technology adoption 

intention. If undergraduates had a risk perception that IoT may control their lives, their future use intentions might 

be lower. This perception may be related to IoT products connecting to the Internet to exchange data (Hsu & Lin, 

2016; Kim et al., 2019). However, regarding the predictive power of users’ intention to use the IoT, the effect of 

perceived benefit (attitude variable) was higher than that of risk perception. Hsu and Lin (2016) speculated that IoT 

is still a new technology service. Users may have a limited understanding of this technology and be unable to 

accurately assess the seriousness of the risks. It is easy for users to imagine that the benefits outweigh the costs 



 

(risks). Recent studies revealed a similar result (Kim et al., 2019; Princi & Krämer, 2020), in which the users’ 

perceived benefit was a stronger antecedent of intention to provide private information than perceived risk. Kim 

et al. (2019) explained that if the product provides some services and benefits that users need, users may reduce 

their risk perception and be willing to provide their private information. The qualitative interview data of Hsu and 

Lin (2016) showed that the convenience and benefits of IoT technology were unprecedented and might make 

individuals underestimate the importance of risk issues. 

IoT technology adoption studies (e.g., Aggarwal et al., 2020) have shown that users sometimes overestimate the 

advantages of the perceived benefits, and underestimate the threat of risk perceptions when making decisions. 

Users may exchange personal information for specific services or benefits (W. Zhang & Liu, 2022). Another possible 

reason is that the risk issues are hypothetical events that have not occurred to users, so they differ from the 

realistic consideration (Distler et al., 2020). Besides, some studies (Kim et al., 2019) have shown that users’ cognitive 

changes may also be one of the reasons for adopting technology in different time and space scales. Contemporary 

people’s trust in technology products is higher than before, reducing their risk perception (Hansen et al., 2018). 

In addition, the results of the current study showed that users’ intentions had a direct effect (β = .58) on their 

behavior related to IoT products; thus, H5 was accepted. This result was consistent with previous IoT research on 

the relationship between users’ intentions and behavior (Alkawsi et al., 2020; Princi & Krämer, 2020; Ronaghi & 

Forouharfar, 2020). Intention is the degree to which people consciously plan to execute certain future behaviors 

(Ronaghi & Forouharfar, 2020). Intention has been recognized by some important models (e.g., TRA and TAM) as 

an essential factor in predicting technology use. In emerging IoT technology, users’ intentions are still essential to 

their behavior. 

The results of the current study showed that users’ risk perception of behavioral control had a positive effect on 

their IoT behavior (β = .24); thus, H4 was rejected. Previous studies mostly observed the behavior of IoT technology 

use from the perspective of benefit perception, while fewer studies have focused on this relationship (Hsu & Lin, 

2016). The current study thus provides additional insights into this research area. The current study showed 

inconsistent results with Princi and Krämer’s (2020) study, which found that users’ perceived risks in using IoT 

healthcare devices negatively affected their actual use. Unlike the data collected from smart home IoT devices, the 

data collected by IoT healthcare devices is special personal data. Once users perceive a risk, it might affect their 

actual use. This factor might be the reason why the result of the current study differed from Princi and Krämer’s 

(2020) findings. Additionally, the risk perception of behavioral control variable in the current study was used to 

replace the behavioral control variable in the original TPB model. The updated model suggests that 

undergraduates’ risk perception of behavioral control might play a role in their IoT use intentions and behaviors. 

The results of the current study contribute to understanding the relationship among undergraduates’ risk 

perceptions, use intention, and use behavior of IoT products. Undergraduates might have prior experience with 

other digital products, and could understand and bear the potential risks of these products. Undergraduates with 

higher risk perceptions might have higher IoT usage but less intention to use it in the future and to recommend it 

to friends. This relationship caused a suppression effect between the risk perception and the user behavior 

variables. In the statistics, the suppression effect reduced the effect in the relationship between the independent 

and dependent variables since the mediating variable explained part of the effect (Cheung & Lau, 2008; MacKinnon 

et al., 2000). The prediction effect of undergraduates’ risk perceptions of their IoT behavior may reduce the overall 

predictive effect due to the mediating variable of intention. 

Observed from the overall theoretical model, the TPB was modified from the TRA (Hansen et al., 2018; Pal et al., 

2020), which assumes that users’ behavior is generated after obtaining some information and rational thinking. In 

addition, the Privacy Calculus Theory also assumes that users’ behavior when using information products is based 

on rational judgments (Ostendorf et al., 2022; Princi & Krämer, 2020). However, from the results of the current 

study, undergraduates’ IoT use intention and behavior might not be entirely rational, but rather contradictory in 

nature due to the risk perception. The results revealed that under rational judgment, undergraduates’ IoT use 

intention would be predicted by benefit perception (H1) and social influence (H2). Undergraduates with higher risk 

perceptions might have a lower intention to use IoT in the future and might be less likely to recommend it to their 

peers (H3). Hansen et al. (2018) had similar findings that perceived trust positively and perceived risk negatively 

predicted an individual’s risk-taking propensity to use technology. However, undergraduates with higher risk 

perceptions in the current study used more IoT (H4). The results of H3 and H4 seem to be contradictory. These 

results might echo the privacy paradox phenomenon (Barth & de Jong, 2017; Cloarec et al., 2024; F. Zhang et al., 

2023). Individuals’ perceived risk and trust in this decision-making process using technology products are complex, 

finally counterbalancing a person’s identified risk-taking propensity (Hansen et al., 2018). Perceptions of these 



 

risks meant that the use of these IoT devices with considerable caution by undergraduates influenced their future 

use intentions, or they were less likely to recommend the devices to their peers. Nonetheless, undergraduates 

with higher risk awareness might have a demand or impulse to use IoT devices (Ostendorf et al., 2022), could bear 

this kind of risk, and have a higher frequency of IoT device usage. 

Conclusions 

The TPB model was used in this study to explain undergraduates’ use intention and behavior of IoT in the smart 

home context. The behavioral control variable in the original TPB model was replaced with the risk perception of 

behavioral control variable. The results revealed that undergraduates’ attitudes and subjective norms had a positive 

effect on their intention to use IoT, which, in turn, had effects on their IoT use behavior. It was also found that 

undergraduates’ risk perception of behavioral control had a negative effect on their IoT use intention. However, 

undergraduates’ risk perception of behavioral control had a positive direct effect on their IoT use behavior. The 

current study contributes to the current state of knowledge since the proposed model revealed that 

undergraduates’ adoption of the Internet of Things might not be entirely rational. Their risk perception of 

behavioral control might play a particular role. 

Undergraduates intensify their intention to use IoT because of their perceived benefits and the use of these 

technologies by significant others. In everyday life, however, risks are ubiquitous, and the same is true when using 

IoT products. Undergraduates might have experience with other digital products and understand the possible 

risks. Regarding technology education, the perception of these risks means that IoT users had considerable 

caution but reduced their intention to use IoT. From the perspective of promoting technology use, IoT device 

vendors may provide users with awareness programs to avoid problematic use. This strategy may gain users’ trust 

and reduce the impact of risk perception on intention (Hansen et al., 2018). In addition, IoT system vendors may 

promote user-centered product design (Q. Yang, 2021). They may encourage developers to consider users’ needs 

and rights when designing IoT products and services and fully consider users’ opinions and feedback. This design 

includes providing reliable control and management capabilities that allow users to tailor the behavior of IoT 

systems to their preferences and needs. Moreover, IoT systems may provide transparent mechanisms to allow 

users to manage their usage records and digital footprints in a convenient way (Henry et al., 2022), such as 

providing a user interface or control panel. Individuals may have the right to control their digital footprints, 

including viewing, modifying, and deleting them. This measure may enable individuals to weigh the balance 

between risk and reward when sharing data for IoT services. Governments and businesses may take this into 

consideration when designing and implementing IoT systems to ensure that the collection and use of digital 

footprints are reasonable and beneficial to the overall interests of individuals and society. 

Several research limitations of the current study should be noted. To strengthen the representativeness of the 

sample, the research team selected universities in northern, central, and southern Taiwan as the source of 

participants. The number of male and female participants was uneven due to the purposive sampling of the 

universities. This process might have caused bias in the study results. Future studies may duplicate the same 

research framework to confirm the results. The sample was limited to undergraduates. If the model of this study 

were used with other cohorts, the predictive effect might be different. In addition, the TPB model was updated to 

include a risk perception variable in the current study, replacing the behavioral control variable. However, risk 

perception is not conceptually equivalent to perceived behavioral control. This premise should be recognized 

when using the structural model of the current study to infer other technology adoption behaviors. Moreover, the 

proposed model in this study explained 56% of the variance in IoT use intention, and 39% of the variance in IoT 

use behavior. These results mean additional research is required to comprehend the remaining 44% and 61% of 

the variances. Finally, follow-up experimental studies may be conducted to confirm the exact causal relationship 

between the variables.  
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