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Abstract

The current study examined parental awareness of their child's cyberbullying experiences in relation to the
implementation of restrictive mediation strategies (e.g., interaction and technical restrictions) among children in
elementary school and adolescents in high school. Canadian parent-child dyads (N = 102) completed a survey where
parents reported their perceptions of their child or adolescent’s involvement in cyber aggression, cyber victimization,
and witnessing cyber aggression, while children and adolescents (ages 8—16) reported their own experiences. Mean
difference scores were calculated to examine parental awareness. The results showed that parents of children in
elementary school underestimated their participation in cyber aggression, whereas parents of adolescents in high
school overestimated their participation in cyber aggression. In addition, parents of adolescents who did not use
restrictive mediation underestimated the extent to which their adolescent witnessed cyber aggression. Overall, this
study highlights the importance of parenting practices and parental knowledge of negative online behaviour across
childhood and adolescence.
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Introduction

Research has shown that parents often underestimate their child’'s experience as a perpetrator or victim of cyberbullying
(e.g., Byrne et al., 2014; Livingstone & Bober, 2004). In hopes of reducing negative online behaviour, some parents have
begun setting online rules for their child (Monks et al., 2016). Unfortunately, parents who are unfamiliar with technology
often have difficulty monitoring their child’s behaviour online, as they struggle and lack confidence when using digital
media (Wang et al., 2005). This is related to the fact that today's youth are exposed to technology earlier than their
parents were, giving them more time to become experts at using it (Wong, 2010). This gap in skills makes it difficult for
parents to teach and guide their child on how to identify threating and reliable information online (e.g., a photoshopped
picture; Ahmad et al,, 2019; Livingstone & Bober, 2004). Although research has shown that digital media usage increases
with age, it is now reported to be accessed by elementary school children (Mascheroni & Cuman, 2014). In Canada, 25%
of children admit to engaging in cyberbullying behaviour, one in three are victimized online (PREVNet, 2014), and one
in five witness cyberbullying (Ipsos, 2013). Therefore, it is especially important to further explore this trend and
understand how parental strategies, such as parental supervision in the form of online rules and restrictions (e.g.,
technical or website restrictions), can affect parental awareness of their child’'s online behaviour. Parental awareness is
the first step towards intervention for children and adolescents who are cyber aggressors or cyber victims and prevention
for those who witness cyberbullying. Thus far, there is limited research that has examined parents’ online restrictions and
parental awareness of their child's online behaviour, especially in relation to cyberbullying exposure and how this
changes with age. As such, the aim of the current study was to examine differences across age in parental awareness of
children and adolescents’ experiences with cyberbullying in relation to the implementation of restrictive mediation.
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Parents’ Awareness of Their Child's Online Behaviours

Across the globe, parents are inaccurate when reporting how their child spends their time online (e.g., Cho & Cheon,
2005). Parents overestimate how often their child uses the Internet for academic purposes (Katz et al., 2015) and
underestimate their unsafe Internet behaviour such as viewing age-inappropriate websites (Cho & Cheon, 2005).
Furthermore, Symons et al. (2016) found that both parents underestimated their adolescent’s involvement in negative
online activity (e.g., cyberbullying, adding strangers to social networking websites). Together, these studies suggest that
parents do not realize the extent to which their child engages in risky online behaviour.

Parents also lack knowledge regarding their child's experiences specific to cyberbullying. Several studies have
demonstrated that parents are not aware that their child has either cyberbullied others or has been a victim of
cyberbullying (e.g., Byrne et al., 2014; Livingstone & Bober, 2004). In the United States, only one in three parents of
children and adolescents between the ages of 10 and 16 knew that their child was bullying others online (Byrne et al.,
2014). However, it should be noted that in this study reports were considered accurate if the child and parent both stated
that the child engaged in cyberbullying at least once; it did not take into account the discrepancy between the child’s
report and parent’s report. Therefore, while the parent may have been aware of an occurrence of cyberbullying, it is
possible that it was a more problematic behaviour than they realized. In the UK, 33% of children and adolescents between
the ages of 9 and 19 disclosed being cyberbullied, while only 4% of parents were aware that their child was victimized
(Livingstone & Bober, 2004). This lack of awareness is problematic because it hinders parents’ ability to support their
child in times of distress.

Overall, these findings suggest that parents lack knowledge about their child’s involvement in cyberbullying. Ang et al.
(2012) demonstrated that parental awareness of online activity is important for reducing risky online behaviour. More
specifically, adolescents with low levels of loneliness were less likely to engage in problematic online behaviour when
their parents were aware of their online behaviour. Such findings suggest that parents’ awareness is important for
reducing problematic behaviour online, including cyberbullying. In order to understand how parents can become more
aware of their child’s cyberbullying experiences, it is important to understand what types of parenting methods, such as
mediation strategies of online activities, should be implemented. Therefore, research that further explores what parenting
methods can increase parental awareness of online behaviour is needed to prevent negative online interactions and
experiences.

Television Versus Online Restrictive Mediation

A large majority of parents claim to set restrictive rules for their child’s Internet usage (McQuade et al., 2009). This
parental strategy is considered a form of parental mediation, specifically, restrictive mediation. Parental mediation theory
was developed in relation to television media and is associated with parenting strategies used on children in efforts to
reduce the negative effects of media (Clark, 2011). Restrictive mediation involves enforcing rules and restrictions about
viewing and content, active mediation involves having a discussion about content, and finally, and co-viewing involves
watching the child to be aware of the content they are viewing (Bybee et al., 1982; Dorr et al., 1989; Weintraub Austin,
1993).

Research has yielded mixed results about using restrictive mediation to protect from harmful television content (e.g.,
Nathanson, 1999, 2002; Van den Bulck & Van den Berg, 2000). Nathanson (2002) found that adolescents had negative
views about their parents’ restrictions, and they were more likely to find alternate ways to watch the restricted content.
However, restrictive mediation has been found to have more positive outcomes compared to co-viewing and similar
outcomes to active mediation (Nathanson, 1999). It should also be noted that restrictive mediation and children'’s
aggressive behaviour follows a curvilinear relationship. While moderate levels of restrictive mediation were related to
less aggressive behaviour in children, those whose access to content was too restricted or not restricted enough, were
more aggressive (Nathanson, 1999). Nonetheless, restrictive mediation has been shown to reduce overall media use (Van
den Bulck & Van den Berg, 2000) suggesting that when used appropriately, it can be an effective parenting strategy
compared to active and co-viewing forms of mediation.

Similar to television restrictive mediation, parents might engage in online restrictive mediation with fear as a motive
(Mascheroni, 2014; Zaman et al., 2016) and this stems from parents wanting to protect their child from harmful content
(van Kruistum & van Steensel, 2017). Other research has shown that parents believed their child had too much access to
their devices, spent too much time using them, and were in need of a balance between online and offline activities



(Daneels & Vanwynsberghe, 2017; van Kruistum & van Steensel, 2017). In other cases, parents chose not to use restrictive
mediation because they were certain that their child was less likely to be influenced by media and had the ability to
recognize negative content compared to other children (Nathanson et al., 2002). In fact, many parents reported choosing
not to set restrictions and gave their child more freedom instead (van Kruistum & van Steensel, 2017).

In the realm of digital media, parents have had to learn to adapt restrictive strategies to protect their child from the
influences of online content such as cyberbullying. Livingstone and Helsper (2008) sought to examine differences
between television mediation practices and online mediation practices. Using factor analysis, the authors found two
types of restrictive mediation practices: interaction restrictions whereby social interactions such as emails and messaging
were not allowed and technical restrictions whereby a software was installed to block or filter activity. Interestingly, they
found that active and co-viewing fell into a combined category called active co-use. In addition to having discussions
with the child and being with or nearby the child when they went online, active co-use included rules about time spent
online, doing online quizzes, and making purchases. The authors argued that although active co-use involved setting
rules, these types of rules were accompanied by conversations or a parent being present, hence their fit into the active
co-use category. Lastly, physically checking sites and messages had its own category called monitoring. This suggests
that television and online mediation practices might not be directly comparable. As such, researchers have begun
examining online restrictive mediation in relation to children’s negative online experiences (e.g., Chng et al,, 2014; Ho et
al, 2017; Wright, 2017), given the increase in technology usage among youth. However, there is limited research on
restrictive mediation and parental awareness of their child’s cyberbullying experiences. It is expected that by setting
restrictive rules, parents will be aware of their child’s online behaviour, as they would be aware of what their child is not
allowed to do online.

Restrictive Mediation and Cyberbullying

Restrictive mediation is a fairly common strategy implemented by parents, although as children get older, parents tend
to give their child more freedom and enforce fewer rules (Nikken & Jansz, 2014; Spears et al., 2005; Symons et al.,, 2017).
Nowadays, given how widespread digital media is, there can be several devices in a home, in addition to personal phones,
which children and adolescents have with them almost at all times, sometimes while they are away from their parents
(e.g., in their room at night, while at school; Mascheroni & Cuman, 2014). Therefore, it is especially important that parents
are attentive to negative behaviour their child may exhibit or negative experiences they may encounter online.

There have been several studies that have examined the implementation of online rules in relation to children’s negative
online experiences (e.g., Chang et al.,, 2015; Spears et al, 2005; Wright, 2016), however, research has yielded mixed
findings. Spears and colleagues (2005) found that restrictive mediation reduced negative online activities such as visiting
inappropriate sites, meeting strangers, and revealing personal information. The authors stated that children were less
likely to engage in these behaviours because the rules decreased how often they were online. However, they also
mentioned that rules were less effective with age, where older children were more likely to disobey the rules. These
results have been found in relation to cyberbullying as well. Ho et al. (2017) found that restrictive mediation was more
successful for reducing cyber aggression in younger children, as older children were more mature and less responsive to
restrictive mediation. Conversely, Wright (2017) found that restrictive mediation reduced cyber aggression one year later
in adolescents. It should be noted that Wright used adolescents’ perceptions of their parents’ mediation practices and
they may not have been fully aware of what their parents were doing (e.g., installing a monitoring software). Furthermore,
in both Ho et al. and Wright's studies, restrictive mediation included time restrictions, which according to Livingstone
and Helsper (2008), was an active co-use strategy. Chang et al. (2015) found that higher levels of restrictive mediation
reduced both online aggression and victimization. In this study, restrictive mediation was measured with a questionnaire
by Livingstone et al. (2011), similar to Livingstone and Helsper (2008), although technical restrictions were included as a
separate category, but were not associated with cyberbullying experiences.

Concerning victimization, Mesch (2009) found that restrictive mediation in the form of monitoring websites was linked
to a decrease in cyber victimization. In this study, parental monitoring of online accounts was included as restrictive
mediation, which does not qualify as restrictive (Livingstone & Helsper, 2008). Conversely, Wright (2016) found that
restrictive mediation increased cyber victimization, arguing that restrictive mediation was not enough to prevent
victimization. Sometimes, children are afraid to tell their parent about being cyberbullied because they do not want more
restrictions (Navarro et al., 2013). However, it should be noted again that in Wright's study adolescents’ perceptions of
their parents’ mediation style were used, which may not give us an accurate picture of their parents’ actual strategies.
These mixed findings might be explained by the lack of consistent measurement of online restrictive mediation. Future



research on online restrictive mediation needs to be defined and measured consistently to fully understand the
relationship between restrictive mediation and cyberbullying.

Less research has examined restrictive mediation in relation to parental awareness of their child’s cyberbullying
experiences. One study in the Netherlands found that parents who set rules about what children can and cannot do
online and rules about time spent online still underestimated the extent to which their child engaged in cyberbullying
or was a victim of cyberbullying (Dehue et al., 2008). The results showed that 17.3% of elementary and high school
students admitted to cyberbullying others, whereas only 4.8% of parents knew about this behaviour. Regarding being
cyberbullied, the authors reported that 22.9% of children confessed to being cyberbullied, while only 11.8% of parents
were aware of this. Another study found that even with setting rules, limiting time, and talking about cyberbullying,
parents still underestimated their child's engagement in cyberbullying. However, it should be taken into consideration
that these rules were a mix of restrictive and active mediation practices (Barlett & Fenell, 2018). Overall, as parents, being
unaware of cyberbullying experiences does not give them the opportunity to educate their child on how to appropriately
interact with others online and provide support for them in navigating victimization.

Notably, there is a lack of research examining restrictive mediation and parental awareness of cyberbullying experiences.
Although Dehue and colleagues’ (2008) study focused on rules more generally as opposed to restrictive mediation, and
Barlett and Fenell (2018) focused on a mix of restrictive and active mediation practices, research has yet to focus on
restrictive mediation alone and parental awareness. Furthermore, while parental awareness of cyber aggression (Barlett
& Fenell, 2018; Dehue et al., 2008) and victimization (Dehue et al., 2008) has been examined, there is limited evidence
that exists on restrictive mediation and parental awareness for younger compared to older children. This is especially
true for parental knowledge of their child’s online bystander behaviour, in addition to cyber aggression and victimization.
Cyberbullying is a prevalent issue in both elementary and high school children (Smith et al., 2008), with some research
suggesting that cyberbullying in elementary school may be even more common than it is in high school, which parents
are not aware of (Dehue et al, 2008; Monks et al., 2016). Furthermore, our experience with the Internet has changed
prominently in the last 10 years, as access to the Internet is more widespread and social media has become increasingly
popular (Mascheroni & Cuman, 2014). Notably, Ang (2015) also argued that children and adolescents have different
needs when it comes to parental mediation. Given these differences across age, it is important to understand how to
tailor restrictive mediation strategies to younger and older children. As such, more research on changes across childhood
and adolescence in this area is needed. Depending on the type of cyberbullying involvement (i.e., the bully, victim or
witness), different parenting approaches may be more successful for different age groups to increase parental awareness
of cyberbullying and the type of support they choose to put forth for their child.

The Current Study

The current study investigated restrictive mediation and parental awareness of their child’s cyberbullying experiences (as
a perpetrator, victim or bystander) by examining parents’ perceptions of their child's experiences and their child's
reported experiences. The transition to high school has been associated with parental concern of bullying (Zeedyk et al.,
2003), therefore, age differences were expected and examined by comparing children in elementary school
(approximately 8-12 years old) to adolescents in high school (approximately 13-16 years old).

According to Dehue et al. (2008), parents who set rules for their child and adolescent underestimated their engagement
in cyber aggression, but no age differences were examined. However, the current study examined age patterns and we
expected differences. Based upon Dehue et al. (2008), and Barlett and Fennel (2018), it was expected that parents of
children in elementary school who used restrictive mediation would underestimate cyber aggression and parents of
adolescents in high school who used restrictive mediation would accurately report their involvement in cyber aggression
(Hypothesis 1). These differences were expected because parents worry about cyberbullying for adolescents and
according to them, cyberbullying incidents are most prevalent during the teenage years (Anderson, 2018; Monks et al,
2016). However, parents fail to realize that cyberbullying is also an issue that has reached younger children (Monks et
al, 2016). Consequently, we expected that parents would more accurately report adolescents’ engagement in cyber
aggression while parents of elementary age children would underestimate cyber aggression.

Next, similar to the findings of Dehue et al. (2008), we expected that with the implementation of restrictive mediation,
parents would underestimate their child and adolescent’s victimization experience (Hypothesis 2). It was expected that
parents would be unaware about their child’s victimization experience because children may not be disclosing that they
were victimized out of fear (Belsey, 2019; Navarro et al., 2013). If children experienced victimization, they would expect



that telling their parents might lead to the implementation of more restrictions, as a result of parents trying to protect
them (Cerna et al.,, 2016; Navarro et al.,, 2013).

Finally, it was expected that without restrictive mediation, parents would underestimate their adolescent’s exposure to
cyberbullying as a bystander (Hypothesis 3). Previous research with television and online mediation showed that parents
do not implement restrictive mediation strategies because they believe they do not need to. Parents believe that their
child has the ability to detect negative content when they see it (Nathanson et al., 2002), giving their child freedom to
“do their own thing” (van Kruistum & van Steensel, 2017, p. 13). We expected that parents of adolescents who do not
use restrictive mediation would likely think that their child would further avoid this type of negative content after viewing
it, leading to inaccurate reports of bystander experiences.

Method

Sample and Procedure

The university's Research Ethics Board approved this study. Participants were recruited from a research participant
database and newspaper advertising. Parents who agreed to participate in the study with their child were invited to the
research lab located on the university's campus. The data was collected throughout 2017 and early 2018.

One hundred two Canadian parent-child dyads participated in the study. Children and adolescents were between 8 and
16 years old (M = 11.59 years, SD = 2.25 years). Sixty-six child participants were children in elementary school (48.5%
male) and 36 were adolescents in high school (47.2% male). Eighty-one percent of children and adolescents reported
using social media, 69% on a weekly basis. Seventy-six percent reported using gaming websites, 36% on a weekly basis.
The parent who accompanied their child to the appointment participated in the study as well. Eighty-six percent were
mothers and 14% were fathers.

Families also reported their primary ethnicity (Table 1) and language. The primary reported ethnic groups were Canadian,
European, and Jewish. Almost seventy-six percent reported English as their first language, 13.6% French, 1.9% Greek,

Russia, and Spanish, and 1% Cantonese, Czech, Farsi, Italian, and Twi.

Table 1. Participant Ethnic/Cultural Background.

Ethnic/cultural group  Frequency Percent (%)

Canadian 56 54.9
European 20 19.6
Jewish 9 8.8
Asian 5 4.8
Caucasian 3 2.9
Latin 3 2.9
Middle Eastern 2 1.9
Caribbean 2 1.9
Central American 1 1

Not reported 1 1

Parents provided consent for their child and themselves to participate in the study. Parents filled out the survey while a
research assistant took the child into a separate room. Before completing the survey, the participants provided verbal
assent.

Materials

Demographics. Parents completed a demographics questionnaire that asked them about their ethnic/cultural
background and primary language spoken to which they answered open-endedly.



Parent survey. To assess parents’ use of restrictive mediation strategies, they were asked whether they set rules for their
child’s Internet activities (yes/no item). For those that replied yes, parents were asked a follow-up open-ended question
about the nature of the rules (If so, what are the rules that you have set”)? To verify that parents did indeed engage in
restrictive mediation and not other online rules that were not restrictive (e.g., parental monitoring), we referred to
Livingstone and Helsper's (2008) list of online restrictive practices (interaction and technical restrictions, p. 588), as a
guide for our coding scheme (see Table 2). In both interaction and technical restrictions, Livingstone and Helsper's (2008)
restrictive practices included banning or limiting emails, chatrooms and instant messaging. In the current study, we also
included more current forms of social media that go beyond just messaging and also contain picture sharing features
(e.g., Instagram). Furthermore, we added gaming websites to our definition of technical restrictions. After verifying that
the restrictions were either interaction or technical restrictions, our final variable was dichotomous to reflect if parents
set any type of restrictive mediation (coded as yes/no). The coding of any type of restrictive mediation was verified with
a second rater who coded 20% of the data (k = 1). This data was randomly selected using the random function (i.e.,
RAND) in Excel and the first 21 responses were coded by the second rater. Sample items of restrictive mediation rules
(interaction and technical restrictions) and non-restrictive rules are also presented in Table 2.

Table 2. Coding Scheme for Restrictive Mediation.

Type of restrictive Definition Sample items from parents
mediation
Interaction Parent bans certain content (e.g., social ~ Only trusted websites/apps approved by me

media, gaming websites, inappropriate [parent], no downloading anything we have
websites for downloading) and/or limits  not seen, and no profiles.

the child to using chosen [Child] cannot go on violent sites, and no
activities/websites (e.g., enchanted social media.
learning)

Technical Parent uses filtering or monitoring Parental controls on [child's] account, can
software to physically block certain work during the week with parent's
content (e.g., social media, games, permission; videogames and video/movies
inappropriate websites) only on weekends.

We have a set of parental control on [child's]
computer and iPads. It limits what [child] can

search.
No restrictive Parent uses no rules or rules do not fit Not more than 30 minutes online.
mediation interaction or technical restrictive The Internet is a privilege; you earn time.
mediation Misbehaviour means no Internet. | don't
necessarily watch over [my child] but | hear
at all times.

Cyber-aggression, cyber-victimization, and cyber-witness scale (based on Menesini, Nocentini and Calussi, 2011).
A modified version of Menesini and colleagues’ (2011) Cyber-Aggression (CA Child Males a = .86; CA Child Females o =
.67) and Cyber-Victimization Scale (CV Child Males a = .87; CV Child Females a = .72) was given to child and adult
participants. The same scale, but with questions framed from a witness perspective (CW Child Males a = .90; CW Child
Females o = .82) was also administered (CA Child, CV Child, CW Child a = .85). Child participants were given the option
of completing the questionnaire independently or with the researcher. Children completed three nine-item scales on
their experience with cyber aggression (e.g., "l sent insults on social media”), cyber victimization (e.g., "I received rude
comments on a website"), and witnessing cyber aggression (e.g., “I saw someone post unpleasant pictures on Facebook”).
Participants were asked to reflect on these experiences in the last two months, and responses were scored on a scale
from O (never) to 4 (several times a week) for a possible total of 36 points per scale. Parents completed the same
questionnaire (CA Parent a = .60; CV Parent a = .67; CW Parent a = .90; CA Parent, CV Parent, CW Parent o = .91) but
responded from the perspective of their child (i.e., “In the last two months, how many times do you think your child
sent/received/seen XXX?").



Results

Analysis Plan

First, we conducted chi square analyses to examine age differences in the implementation of parental mediation and the
two specific restrictive mediation practices: interaction and technical restrictions. Second, across both school groups, we
reported the child and parent-reported mean difference scores on each cyber subscale. Third, to investigate restrictive
mediation and parental awareness of their child’s cyberbullying experiences, we conducted a two-way MANOVA. Follow-
up t-tests were then used to locate the significant differences.

Descriptive Statistics

In total, 83.3% of parents used any type of restrictive mediation. In the current study's sample, 80.6% of parents with
adolescents in high school and 84.8% of parents with children in elementary school used restrictive mediation and this
difference was not significant (p = .687; see Table 3). Parents who used any type of restrictive mediation were classified
into interaction or technical restrictions and there was no overlap between the parents who used interaction restrictions
and those who used technical restrictions. We found that of the parents who used restrictive mediation, a large majority
used interaction restrictions (96% overall). Of those who used interaction restrictions, 94% were parents of an elementary
school child and 6% were parents of a high school adolescent. The number of parents who used technical restrictions
was very small and not analysed further. Thus, these categories were combined as restrictive mediation in all subsequent
analyses. There were no differences between elementary and high school participants in the implementation of
interaction versus technical restrictions (p = .247).

Table 3. Descriptive Statistics of Restrictive Mediation by School Category.

Restrictive mediation No restrictive mediation
School category
% n %
Elementary school 56 84.8 10 15.2
High school 29 80.6 7 19.4

Parental Awareness of Cyberbullying Experiences

To examine parental awareness of their child’'s cyberbullying experiences, mean difference scores were used for all
analyses (see Figure 1). Mean difference scores were calculated on the overall score per cyber subscale (Cyber-
Aggression, Cyber-Victimization, and Cyber-Witness), subtracting the child’s overall score on a subscale from the parent's
score on the same subscale (see Table 4). The three mean difference scores per cyber subscale were used in the
subsequent analyses. Positive scores were indicative of parents overestimating their child’s cyberbullying experiences,
the largest difference being 36. Negative scores were indicative of parents underestimating their child’s cyberbullying
experiences, the largest difference being -36.
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Figure 1. Parent perception of their child’'s cyberbullying experiences and their child’s actual experiences.

Table 4. Parent and Child Mean Scores (SD) and Mean Difference Scores Per Scale.
Cyber scale Parent report M (SD)  Child report M (SD)  Mean difference

Aggression 0.6 (1.55) 0.58 (1.21) 0.02
Victimization 1.14 (2.52) 1.24 (1.80) -0.1
Witness 1.99 (4.69) 3.55 (4.67) -1.56

Mean difference scores per cyber subscale and across school category for all participants are reported in Table 5.

Table 5. Mean Difference Scores Per Scale Across School Category.

Cyber scale Elementary school mean difference  High school mean difference

Aggression -0.2 0.42
Victimization -0.47 0.58
Witness -1.97 -0.83

A two-way MANOVA was used to examine parental awareness of their child’s experiences with cyber aggression, cyber
victimization, and witnessing cyber aggression as a function of the implementation of online restrictive rules as a measure
of any type of restrictive mediation (yes/no) and school category (elementary school/high school). Multivariate outliers
were tested using Mahalanobis distance. Two outliers were found, but were kept in the analyses, as they did not change
the results. Since we did not have equal samples sizes in each cell of our design, Levene's Test of Equality of Error
Variances and Box's Test of Quality of Covariance Matrices (Box's M) were used to test for equality of variance. Levene's
Test was not significant for each scale (aggression, p = .096; victimization, p = .429; witnessing, p = .902). In addition,
Box's M was not significant, p = .62. Overall, this indicated that our MANOVA was robust and statistical assumptions
were met.

The MANOVA results showed no main effect of restrictive mediation, Wilk's A = .942, F(3, 94) = 1.945, p = 132, np? =
.058. However, there was a significant main effect of school category, Wilk's A = .917, F(3, 94) = 2.848, p = .042, ny® =
.083. Specifically, the results demonstrate that parents with a child in elementary school underestimated their



engagement in cyber aggression, whereas parents with an adolescent in high school overestimated their engagement
in cyber aggression (see Figure 2).
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Figure 2. Parental awareness of their child’s experience with cyber aggression as a function of school category.

In addition, a significant interaction was found between school category and restrictive mediation, Wilk's A = .904, F(3,
94) = 3.321, p = .023, np? = .096. As a follow up, independent samples t-tests were conducted for each school category.
For children in elementary school, there were no significant differences found on all three scales, Cyber-Aggression scale,
t(64) = -1.664, p = .101, Cyber-Victimization scale, t(64) = 0.096, p = .924, Cyber-Witness scale, t(64) = -0.52, p = .605.
For adolescents in high school, no differences were found on the Cyber-Aggression, t(34) = 0.253, p = .802, and Cyber-
Victimization scale, t(34) = -1.001, p = .324. However, there were significant differences on the Cyber-Witness scale, {(34)
= -2.406, p = .022. This result suggests that parents who did not use restrictive mediation (M = -5.71, SE = 2.04) for their
adolescent in high school underestimated how often their adolescent was a bystander to cyberbullying compared to
parents who did use restrictive mediation (M = 0.34, SE = 1.13; see Figure 3).

No restrictive
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Figure 3. Parental awareness of their child’s experience witnessing cyber aggression as a function of restrictive mediation.

Discussion

The purpose of the current study was to examine children and adolescents’ cyberbullying experiences and the extent to
which restrictive mediation made parents more aware of these experiences. This study was the first to examine parental
perception and awareness of cyberbullying in relation to school category. Overall, the results suggest that parents are
not fully aware of the extent of their child and adolescent’s cyberbullying involvement, similar to what is reported in
previous literature (Barlett & Fennel, 2018; Dehue et al., 2008). Restrictive mediation in the form of interaction and



technical restrictions was found to be most effective for parents’ awareness of adolescents’ experiences witnessing
cyberbullying.

Previous research has shown that parents who set online rules underestimated their child and adolescent’s cyber
aggression behaviour (Barlett & Fennel, 2018; Dehue et al., 2008). The current study found that restrictive mediation was
not a factor related to parental awareness of their child’'s engagement in cyber aggression. Instead, parents of children
in elementary school underestimated the extent to which their child was involved in being an aggressor of cyberbullying.
Parents of adolescents in high school, however, overestimated their engagement in cyber aggression. Together, these
results only partially supported our first hypothesis. One study found that children’s perceptions of their peers’ approval
of risky online behaviour reduced the effectiveness of restrictive mediation in preventing children ages 10-16 from
engaging in that behaviour (Sasson & Mesch, 2014). Therefore, if parents believe that cyberbullying is a common
problem among adolescents (Monks et al., 2016), they might have believed that their adolescent’s peers were engaging
in online aggression and this might have influenced their adolescent to engage in cyber aggression themselves. This
might have led parents to overestimate cyber aggression for adolescents. However, parents do not realize that
cyberbullying is also a concern for younger children (Monks et al,, 2016). This may explain why parents underestimated
engagement in cyber aggression among children. Cyberbullying is a growing problem and is a prevalent issue among
young children as well (Dehue et al.,, 2008; Smith et al., 2008). The current study suggests that parents may not realize
the extent to which cyberbullying has reached elementary-age children, leading to inaccurate perceptions of their child’s
cyber aggression. Together, this might suggest that restrictive mediation was outweighed by parents’ perceptions of
cyberbullying as a phenomenon. For parents of elementary school children especially, where they underestimated their
child’s cyber aggression, they may unknowingly be missing the opportunity to discuss the repercussions for the
aggressor and the victim.

With regard to victimization, there was no effect of school category or restrictive mediation on parental awareness of
their child’s cyberbullying experience. Contrary to our second hypothesis, restrictive mediation did not make parents
more aware of their child’s experience as a victim. One study demonstrated that setting restrictions was not effective for
cyber victims to talk about their experience with their parents (Cerna et al., 2016). The authors argued that although
victims did not confide in their parents, restrictions alone did demonstrate an interest in their child’s online activities.
Restrictive mediation was positively correlated with parental knowledge of online activities, which included cyberbullying
victimization, but children were still not comfortable disclosing to parents. The current study, however, suggests that
both parents who used restrictive mediation and those who did not were relatively aware of their child’s experience with
cyber victimization. It has been previously suggested that while parents are more aware of cyber victimization than other
online behaviours, they may still underestimate it (Symons et al., 2016). The current study’s findings suggest that parents
may be less likely to underestimate cyber victimization. This may be because of an overall parental awareness that online
threats are an increasing issue (Ahmad et al., 2019). Recent research has shown that parents of children and adolescents
are beginning to inform themselves about cyber safety and protecting their child, and this might include setting rules,
discussing with other parents or attending talks (Ahmad et al., 2019). Therefore, parents may be trying to do more to be
aware of their child’s victimization experiences. This may include setting restrictions or using alternative strategies, which
suggests that even without rules, parents can find ways be aware of victimization. Parents should be encouraging their
child to be vocal about their experiences with online victimization so they can provide guidance to their child on how to
handle and overcome it.

Next, school category played a role in how the implementation of restrictive mediation strategies affected parental
awareness of their child’s exposure to cyberbullying. Confirming our third hypothesis, parents of adolescents in high
school who did not use restrictive mediation underestimated their adolescent’s experience being a witness to
cyberbullying. Parents of adolescents who did use restrictive mediation accurately reported their experience as a
bystander. While the current study showed that restrictive mediation was particularly effective for knowledge about
witnessing cyberbullying in high school adolescents, other studies suggest that restrictive mediation may pose too many
limits for adolescents and that more active and cooperative strategies are better suited (Lee, 2012; Sasson & Mesch,
2014). However, more research is needed to understand how technical versus interaction restrictions may be more
effective for adolescents’ experiences with cyberbullying and parental awareness. Other research states that parents
grant their child freedom online if they believe that their child does not need to have their access restricted (van Kruistum
& van Steensel, 2017). Furthermore, research by Nathanson et al. (2002) showed that parents who do not engage in
parental mediation chose not to do so because they think their child is less likely to be influenced by negative media
compared to other children. In the current study, it may be that parents who did not use restrictive mediation for
adolescent thought it was unnecessary, they did not perceive any online threats, and wanted to give their child more
autonomy online (van Kruistum & van Steensel, 2017). It is possible that parents believed their adolescent was mature



enough to know to avoid negative online content, whether that included avoiding certain platforms or people that
engaged in cyberbullying and thus, would be less likely to witness cyberbullying. For children, restrictive mediation did
not make parents any more aware of their child’s bystander experience. Regardless of the implementation of restrictive
mediation, parents underestimated their child’s bystander experience. Similar to cyber aggression among younger
children, it may be that restrictive mediation was not effective for parental awareness among younger children because
of parents’ perceptions that younger children are not exposed to cyberbullying (Monks et al., 2016). Parents should teach
their child how to properly report cyberbullying if they witness it so they know their child will act appropriately should
they encounter it.

Restrictive mediation of digital media can be challenging for parents. One struggle that many parents face is trying to
balance giving their child privacy online while trying to protect them from involvement in cyberbullying (Monks et al.,
2016). Children that have superior knowledge of technology can easily bypass or ignore any rules that parents may have
implemented that are meant to prevent them from engaging in risky online activities (Monks et al., 2016). One study
revealed that 35% of children admitted to disobeying at least some of their parents’ rules (Livingstone et al., 2011).
Similarly, McQuade et al. (2009) found that almost 40% of children said they had no rules. Furthermore, parents often
struggle to maintain restrictive mediation strategies they have chosen (Rosen, 2007). The majority of parents in the
current study used restrictive mediation and it is likely that they also faced these types of challenges, which may explain
why their restrictions were ineffective for their knowledge of their child’s cyberbullying experiences. Parents may not be
aware of some of these obstacles or how to overcome them, which might have led them to believe that their rules were
more effective than they actually were. The current study's results are based mostly on interaction restrictions. This is
because the large majority of restrictive mediation practices that parents used were interaction restrictions, while only
4% used technical restrictions. It is possible that in the current study restrictive mediation did not make parents more
aware of cyber aggression and victimization because child participants ignored their parents’ rules, which may have
rendered the rules ineffective. Perhaps it would have been more difficult for children to bypass the rules if the restrictions
were technical, which would physically block children from accessing content. While the current study was unable to
determine if this was the case because so few parents implemented technical restrictive mediation, this is something
future research should consider investigating.

It is also possible that parents are too busy to explain these rules and talk about them with their child (Warren et al.,
2002). Research has shown that children whose parents use restrictive mediation in combination with discussions were
less likely to experience cyber victimization (Leduc et al., 2018). Discussions, which are a form of active mediation, have
been shown to have similar effects to restrictive mediation for reducing aggressive behaviour (Nathanson, 1999). Given
these findings, using restrictive mediation strategies in combination with discussions could be something worth further
exploring with regard to parental awareness of cyberbullying experiences, as children may feel more comfortable talking
to their parents if parents start the conversation. Overall, the current study suggests that restrictive mediation is effective
for parental knowledge of witnessing cyberbullying for adolescents. Future research should consider pairing mediation
strategies to determine the most effective form of parental mediation for parental awareness of their child's cyberbullying
experience.

Limitations and Future Directions

The current study had a limited sample of adolescents and future studies should include a larger and more even sample.
Furthermore, the group of parents who did not engage in restrictive mediation was very small and this should be taken
into consideration when interpreting the results. In addition, given the nature of the design, we were not able to
determine if parents set rules as a result of having knowledge of their child’s cyberbullying experiences or if parents set
rules with the hope of becoming more aware. Future research should consider using longitudinal designs to help
establish the temporal relationship. Next, while this study asked parents to report if they used restrictive mediation
strategies, it did not ask parents how strictly they enforced these rules. Moreover, while this study used a dyad sample
that included a parent and a child, we did not ask children their perceptions of the restrictions that their parents set or
if children were respecting them. Future research should incorporate more information about the specific restrictive
mediation strategy used (interaction versus technical restrictions) and children’s awareness and compliance. Additionally,
research should explore what combinations of mediation strategies can improve parental awareness. While this study
provided information as to the effectiveness of restrictive mediation on parental awareness, future research can
contribute to a more in-depth understanding of what types of restrictive mediation and other forms of parental
mediation are more effective in making parents more aware of their child and adolescent’s online experience.



Conclusion

This study was the first to compare parental awareness of cyberbullying experiences in children and adolescents as a
function of restrictive mediation. The current study found that parents thought their child in elementary school engaged
in cyber aggression less than they actually did, whereas parents of adolescents in high school thought their adolescent
engaged in cyber aggression more than they actually did. The results also suggest that restrictive mediation was more
effective for parental awareness of bystander experiences in adolescents. Overall, this study highlights the relationship
between parenting methods and parental knowledge of their child's online experiences with bullying. This is useful
knowledge for parents as their awareness of cyberbullying could be a step forward towards preventing negative online
interactions and experiences in youth.
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