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Abstract

Whether bystanders in cyberbullying help a victim or remain passive is based on multilayered cognitive processes.
In particular, perceiving and interpreting an incident as an emergency situation, realizing one’s own responsibility
to intervene, and forming the intention to help are crucial preconditions for bystander interventions. The
characteristics of information and communication technologies (ICTs) change and hamper these cognitive
processes. Information and cues that guide individuals’ reactions to offline victimization are missing in many online
environments (e.g., seeing a victim’s suffering). By applying a scenario-based experiment (n = 240; 62% female;
Mage = 21.3), we investigate how cyberbullying incidents with differing degrees of severity (insults only vs. insults
and threats) affect bystanders’ perception of the incident, their tendency to blame the victim, and finally their
reactions to cyber victimization (i.e., willingness to help). Our results showed that participants evaluated an
incident that included threats and insults (as compared to insults only) as more severe; this in turn was related to
a higher willingness to help the victim. In contrast, a seemingly less severe incident (containing insults only) fostered
participants’ tendency to ascribe (at least partial) blame for the incident to the victim. This victim blaming
correlated with a lower tendency to support the victim. In conclusion, victims of seemingly less serious incidents in
particular are at risk of experiencing prolonged suffering because bystanders fail to identify the emergency
character of the situation and refuse to help.
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Introduction

Compared to face-to-face interactions, modern information and communication technologies (ICTs) have made
bullies’ jobs easier. Due to the ubiquity of online communication, offenders can cyberbully their targets at any
time and from anywhere. Additionally, the internet is perceived as an environment where levels of both formal
(effectiveness of legal norms) and informal control (presence of capable guardianship such as parents) are low
(Cohen & Felson, 1979; for online crime, see Pratt, Holtfreter, & Reisig, 2010). Hence, victimization and perpetration
rates of 10-40% among adolescents show that a noteworthy share of offenders make use of the opportunities
that ICTs offer for bullying (Kowalski, Giumetti, Schroeder, & Lattanner, 2014; Roberto, Savage, Ramos-Salazar, &
Deiss, 2014).

Yet, cyberbullying has been shown to result in serious consequences for the victim, which are comparable to those
of offline victimization such as a decline in academic performance and in quality of family life (Patchin & Hinduija,
2006). Even serious psychological conditions (e.g., anxiety and depression) can be triggered by cyber victimization
(Didden et al., 2009; for a meta-analysis of risks associated with cyber victimization, see Kowalski et al., 2014).
Again, the ubiquity of online communication is a crucial factor. While traditional bullying is (in most cases)
physically limited to school grounds, a cyberbullying victim can be subjected to new attacks online almost
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continuously (Tokunaga, 2010). Further, the potentially large and unknown audience of cyberbullying attacks may
nourish a victim's impression of being named and shamed in front of almost “everybody” (Dooley, Pyzalski, &
Cross, 2009). The intensity of perpetration may also be heightened due to the characteristics of online
communication: Since bullies cannot see the victim's suffering, they may be less aware of the harmful
consequences of their actions (Slonje & Smith, 2008).

Several researchers have shown that the consequences of cyberbullying for the victim are considerably diminished
when a victim receives support from those witnessing the incident (bystanders) (Dredge, Gleeson, & de la Piedad
Garcia, 2014; Salmivalli, Lagerspetz, Bjorkqvist, Osterman, & Kaukiainen, 1996). Yet, empirical evidence suggests
that most bystanders remain silent or even join the bully in his or her attacks instead of helping the victim (e.g.,
Obermaier, Fawzi, & Koch, 2016; van Cleemput, Vandebosch, & Pabian, 2014). The reasons that inhibit observers
to help in a situation of emergency have been conceptualized by Latané and Darley (1970) for offline situations
and have already been studied in the context of computer-mediated communication (Obermaier et al., 2016).
Mainly, the perception and evaluation of the situation, recognizing one's own responsibility to act, and finding
suitable means for helping represent critical conditions for bystanders’ prosocial reactions. However, research on
the interplay of these conditions in the online environment remains a gap in research. Therefore, we aim to clarify
the dynamics linking the perception and evaluation of a cyberbullying incident with bystanders' willingness to help
the victim.

More specifically, we investigate how the severity of an incident predicts bystander interventions. Previous
researchers have shown that bystanders are more likely to intervene in more severe incidents than in less severe
ones (Bastiaensens et al., 2014, 2015; Kazerooni, Taylor, Bazarova, & Whitlock, 2018; Obermaier et al., 2016;
Patterson, Allan, & Cross, 2017a,b). Researchers usually operationalize differences in incident severity as either an
“objective” characteristic of different bullying incidents (e.g., Kazerooni et al., 2018; Obermaier et al., 2016) or as
differing perceptions of the severity of the same incident (e.g., Patterson et al., 2017a). Following Bastiaensens et
al. (2014), we replicate and extend these findings by combining both approaches. We experimentally manipulate
a cyberbullying scenario so that two versions of the incident constitute different degrees of severity according to
legal standards: insults and threats of physical harm (i.e., assault according to U.S. law) vs. insults only. Additionally,
we establish our participants’ perception of incident severity as the first of two mediators linking the “objective
(legal)” characteristics of the incident with participants’ intention to intervene.

Furthermore, we shed light on how the perceived severity of a bullying incident manifests in participants’ intention
to intervene. Allison and Bussey (2016) argued that moral disengagement (socio-cognitive process through which
people detach themselves from humane acts, e.g., from helping) is a crucial mechanism here. Severe incidents
might be less likely to be met with moral disengagement. Low moral disengagement in turn makes bystander
intervention more likely (Song & Oh, 2018; Thornberg & Jungert, 2013). However, moral disengagement is a
multifaceted construct. Here, qualitative research has shown that victim blaming—the tendency to attribute
responsibility for the incident (in parts) to the victim—is a key dimension of moral disengagement when it comes
to cyberbullying (DeSmet et al., 2014; Price et al., 2014). Victim blaming has been linked to intervention intentions
in previous research (Schacter, Greenberg, & Juvonen, 2016; Weber, Koehler, & Schnauber-Stockmann, 2018;
Weber, Schnauber, & Ziegele, 2013); however, nobody has tested, with regard to cyberbullying, whether the degree
of victim blaming depends on incident severity (i.e., whether victim blaming is also key in a potential connection
between incident severity and bystander intervention in cyberbullying incidents). Therefore, we extend the current
state of research by assuming that the severity of a cyberbullying incident reduces victim blaming. In turn, we
expect that lower levels of victim blaming foster bystanders’ willingness to help the victim and mediate the impact
of incident severity on helping intentions.

Besides replicating previous results on the effects of incident severity and extending our insights by investigating
two mediators in the cognitive process that guides bystander behavior (perceived severity and victim blaming), a
third contribution to the research lies in the methodological design of our study. In their extensive review of
research on cyber-bystanders, Allison and Bussey (2016) rightly pointed out that scenario-based experiments on
bystander interventions are often beset with three main weaknesses: Firstly, most scenarios do not provide any
context for the cyberbullying incident, but instead they merely present participants with the act of perpetration
itself. Secondly, even identifying characteristics like names and pictures are omitted in these scenarios. In theory,
both aspects contribute to a broader generalizability of the results; however, they impede the external validity



because all the information that bystanders usually draw on for their interpretation of a bullying incident is
missing. Thirdly, even when context is included in experimental scenarios, the design of the context is not
informed by results from qualitative studies that might help to create realistic and conceptually meaningful
incidents. Hence, we will test our hypotheses by presenting participants with cyberbullying scenarios of differing
severity that include identifying information about the (fictive) victim and context regarding the bullies’ alleged
motivation for the attack. We chose the context following the results from qualitative studies that have illuminated
the circumstances under which victim blaming is especially likely to occur.

Incident Severity and Bystander Interventions in Cyberbullying

Most adolescents and young adults have only experienced cyberbullying as bystanders, not as bullies or victims
(van Cleemput et al., 2014; Vandebosch & van Cleemput, 2009). However, bystanders are not merely background
actors—their behavior crucially influences the process of perpetration and victimization. When confronting the
bully, bystanders have a good chance of preventing further attacks (Salmivalli et al., 1996). By addressing and
comforting the victim, bystanders enhance the victim's chances of productive coping (Dredge et al., 2014).

It is therefore troubling that only a minority of cyberbullying bystanders intervenes while most remain passive
(and some even join the bully) (Obermaier et al., 2016; van Cleemput et al., 2014). Given that both the victim and
the perpetrator perceive passivity as silent support for the bully (Namie & Lutgen-Sandvik, 2010; Salmivalli, 2010),
a passive bystander contributes to a heightened risk of severe and lasting victimization experiences.

Latané and Darley (1970) conceptualized the reasons for passivity among bystanders of an emergency situation.
In step 1, bystanders have to be aware of an incident occurring. Then, they have to assess the incident as an
emergency situation (step 2). Itis only if they do asses it as such that they can feel responsible for intervening (step
3), and only then can they reflect on the possibilities of doing so (step 4) in order to decide whether they should
actually intervene (step 5).

A crucial predictor for bystander intervention is the (objective) severity of an incident. Cyberbullying can take many
forms—from making fun of someone or name-calling and insulting them to threats of physical harm (for an
overview of different types of cyberbullying, see Rivers & Noret, 2010). From a bystander’s point of view, a more
severe incident that, for example, includes threats of harm is more likely to unambiguously constitute an
emergency situation (Allison & Bussey, 2016; Shotland & Huston, 1979). In their adoption of Latané and Darley's
(1970) model for bystanders of cyberbullying, Obermaier et al. (2016) showed that this rationale could be applied
to cyber victimization. They found that the severity of a bullying incident (i.e., the level of threats and insults used)
predicted whether bystanders noticed a victim's emergency as well as whether they felt responsible for
intervening. Bastiaensens et al. (2014, 2015) and Patterson et al. (2017a) provided evidence that more severe
cyberbullying induced higher intentions of intervening among bystanders. Bastiaensens et al. (2014) also showed
that these behavioral intentions were better explained by bystanders’ perceived severity as compared to only
drawing on an incident’s “objective” severity.

Our first aim is to replicate these findings in order to broaden the evidence for incident severity as a basic and
important explanatory factor of bystander behavior. However, and as an extension of Bastiaensens et al.'s (2014)
argument, we consider perceived severity as a mediator, linking “objective” severity as it is indicated by different
types of cyberbullying with bystanders’ intention to intervene. We operationalize objective severity as insults vs. a
combination of insults and threat of physical harm, with the latter representing the more severe type of
perpetration according to legal standards (it potentially qualifies as assault according to the legal codes of most
U.S. states, such as MT CODE ANN § 45-5-201). The rationale outlined above leads to the following assumptions:

H1a: A cyberbullying incident containing insults and threats is assessed as more severe as compared to an
incident containing only insults.

H1b: As a consequence, bystanders’intention to help the victim will be higher when confronted with an incident
containing insults and threats—mediated by the severity that bystanders’ ascribe to the situation.



However, the link between the type of incident as an “objective” indicator of severity, bystanders' ascribed severity
and their willingness to help does not cover the whole process of psychological reasoning that arises when
bystanders are confronted with an emergency situation. Based on Latané and Darley (1970), Obermaier et al.
(2016) asserted that it is indeed whether bystanders feel sufficiently responsible for intervening that links severity
to helping intentions. Alternatively, bystanders may ascribe the responsibility for resolving the incident to other
bystanders or to the victims themselves. The latter may be the case when bystanders assume that victims are able
to cope with a seemingly less severe incident without others' assistance (Patterson et al., 2017a,b). Another
explanation is that they blame the victim for the incident and consequently hold the victim responsible for its
resolution (DeSmet et al., 2014; Holfeld, 2014; Schacter et al., 2016; Weber et al., 2013, 2018).

Victim Blaming in Cyberbullying

Many bystanders refrain from helping—although they recognize that a situation constitutes an emergency, they
do not feel sufficiently responsible to intervene. The reduced social cues approach (Dubrovsky, Kiesler, & Sethna,
1991) provides an explanation for this lack of perceived responsibility in online environments. The low physical
salience of the victim and hence a lack of information about her or his socioemotional reactions to the perpetration
(DeHue, Bolman, & Vollink, 2008; Patchin & Hinduja, 2006) as well as a lack of the bystanders’ physical presence
(Brody & Vangelisti, 2016) lead to reduced social control. That is, bystanders experience less external pressure to
intervene and are hence more likely to give in to (alleged) justifications for remaining passive. One such
justification is to deny that the victim is actually a victim. This happens when bystanders attribute (at least partial)
blame for an incident to the victim (Bandura, 1990).

In cyberbullying research, victim blaming is mostly considered as one facet of moral disengagement (Allison &
Bussey, 2016, 2017; Song & Oh, 2018). Moral disengagement refers to processes that allow individuals not to
engage in self-sanctioning behavior that would usually result from inhumane behavior; thus, it facilitates
inhumane behavior such as not helping people in emergencies. Moral disengagement is a multifaceted construct.
In addition to victim blaming, it encompasses, for example, the distortion of harmful consequences or
advantageous comparisons (Bandura, 1990). Following Allison and Bussey (2016), one may argue that more severe
cyberbullying incidents are not only less ambiguous, but that they make the application of moral disengagement
strategies more difficult. The more severe the incident, the more strongly the average bystander will evaluate not
helping as inhumane, and the less likely moral disengagement strategies will suffice for countering this evaluation.
In consequence, bystander intervention should become more likely (Song & Oh, 2018; Thornberg & Jungert, 2013).
We empirically test this argument; however, given the very different facets of moral disengagement, we do not
look at moral disengagement in its entirety, but instead we focus specifically on one component: victim blaming.

Qualitative studies have shown that victim blaming is indeed not only one, but a key component of moral
disengagement (DeSmet et al., 2014; Price et al., 2014), and experimental research has connected victim blaming
to lower helping intentions among bystanders of cyberbullying (Holfeld, 2014; Schacter et al., 2016; Weber et al.,
2013, 2018). The just world theory (Lerner & Miller, 1978) and the defensive attribution hypothesis (Burger, 1981)
explain the occurrence of victim blaming. Just world theory posits that, based on self-protective needs, individuals
are motivated to believe that the world is a just place, and that everybody is responsible for what is happening to
her or him. In doing so, individuals are able to maintain the belief that negative events will not happen to them
(Lerner, 1980). Instead of viewing a victim as a victim, they accuse her or him of having been provocative or
assertive and hence of having caused the perpetration. This is especially true when bystanders gain the impression
that the victim had some level of control over the situation (Holfeld, 2014; Weber et al., 2013) or interpret the
perpetration as a reaction to an alleged norm violation (e.g., “not being clean” or “acting stupid”; DeSmet et al.,
2014). We argue that victim blaming should therefore be especially sensitive to variations in the severity of a
cyberbullying incident. A seemingly less severe incident that contains “only” insults (and no threats of physical
harm) is more likely (though wrongfully) to be perceived as a conflict at eyelevel, with both the perpetrator and
the victim having contributed to (and thus controlling) the contestation, or as a supposedly justified reaction to a
victim's alleged norm violation. The evaluation of a cyberbullying incident as severe by bystanders is hence likely
to affect bystanders’ tendency to blame the victim. As researchers have identified attributing guilt to the victim as
a reason for refraining from supporting the victim (Holfeld, 2014; Schacter et al., 2016; Weber et al., 2013, 2018),
we hypothesize the following:



HZ2a: An incident containing only insults (as compared to insults and threats) will lead to higher levels of victim
blaming mediated via bystanders’ evaluation of the cyberbullying incident as less severe.

H2b: Bystanders will be less willing to help the victim of an incident containing only insults (and no threats)
since they evaluate the incident as less severe (mediator 1) and are more prone to attribute blame to the
victim (mediator 2).

Method

Design, Participant Characteristics, and Sampling

We conducted a two-group online experiment (between-subject design) in May 2015 to test our hypotheses. We
recruited 284 German-speaking participants by distributing the link to the online questionnaire via e-mail and
social networking services (i.e., university mailing lists and Facebook). Out of the 284 participants who encountered
the questionnaire on the landing page, 240 answered every question in the questionnaire; they represented the
basis for our analysis. In our convenience sample, 62% of participants were female, 36% were male, and 3% of
participants did not indicate their gender. The mean age was 21.3 (5D = 5.7, Agewin = 14, Agemax = 50), and 76% of
the participants attended the upper secondary branch of the German educational system. With respect to
cyberbullying, 65% of participants in the sample reported that they had observed cyberbullying at least once in
their lives. Hence, the majority of the participants in our sample could draw on previous experiences as
bystanders. A total of 31% had been victimized online, and 11% stated that they had bullied someone else online
at least once in their lives. These prevalence rates correspond with the commonly reported incidence rates for
cyber victimization and perpetration as well as bystander experience among pupils and adolescents (Modecki,
Minchin, Harbaugh, Guerra, & Runions, 2014; Vandebosch & van Cleemput, 2009).

We randomly assigned the participants to two treatment conditions that represented different types of a
cyberbullying incident (insults only vs. threats and insults). The distribution of our sample between the two
treatment conditions was slightly uneven (insults only: n = 114; insults and threats: n = 126). The sociodemographic
characteristics of our participants did not differ significantly between the treatment conditions
(gender: x3(2, N = 240) = 0.59, p = .744; age: t(238) = -0.49, p = .632; education: x5, N = 240) = 1.91, p = .862). The
same held true for participants’ previous experiences as cyberbullying bystanders (x?(2, N = 240) = 0.59, p = .745),
victims (x2(2, N = 240) = 3.61, p = .164), and perpetrators (x3(2, N = 240) = 0.49, p = .785).

Procedure

After entering the questionnaire via the landing page, participants were exposed to a fictive cyberbullying incident

with the severity of the incident as the independent variable. Following Allison and Bussey's (2016) argument, we
created a cyberbullying scenario that included identifying information about the (fictive) victim and the context
regarding the perpetrators’ alleged motives in order to strengthen the external validity. We chose the information
about the victim and the context according to the results of prior research, again following suggestions from
Allison and Bussey (2016). As it was our aim to test whether the severity of cyberbullying incidents could hamper
victim blaming as a key moral disengagement mechanism, we created a scenario that, according to prior research,
was likely to provoke victim blaming. We chose a male name for the victim (“Thomas”) because Weber and
colleagues (2018) found that male victims of cyberbullying in particular are at risk of being blamed for the incident.
We chose the name “Thomas” because it is a frequently used name in the country where the study was conducted.
Furthermore, it was explained Thomas' personal hygiene was an issue already prior to the incident, because in
DeSmet et al.'s (2014) study, they referred to this explicitly as an example of a case when bystanders readily
engaged in victim blaming.

We presented the scenario as follows: Thomas was not very popular among his classmates, and they often made
jokes about his personal hygiene. After Thomas had worn the same t-shirt for several days, his classmates began
to harass him by posting messages on his Facebook wall. After introducing our study participants to this
background information, we showed them a fictive Facebook profile that contained five comments from Thomas’
alleged classmates (four boys and one girl). In one version of this scenario (less severe), the bullies left comments
containing insults and asking Thomas to change his t-shirt (e.g., “Don’t you have any other t-shirts in your



wardrobe?”). In the second version (more severe), these insulting comments were augmented with threats against
Thomas (e.g., “A shower doesn't help anymore. You had better go die!”). Put simply, one stimulus version only
contained insults, whereas the second version contained insults and threats. In doing so, we aimed to create
stimulus versions that differed in their degree of severity with respect to the incident that we presented to the
participants. This seemed plausible given the fact that—as opposed to the insults—the threats indicated explicitly
that there was potential physical harm to the victim and thus may have qualified as an assault according to U.S.
legal standards (e.g., MT CODE ANN 8 45-5-201). Also, the risk of physical harm has been shown to be a critical
feature for a problem situation to be classified as an emergency (Shotland & Huston, 1979). The authors of the
comments, the overall number of comments, the number of likes for each comment and the general information
on the fictive Facebook profile were kept similar across treatment conditions. In sum, our scenario was
characterized by the typical features of online victimization (as they are conceptualized on the basis of the reduced
social cues approach, cf. Brody & Vangelisti, 2016; DeHue et al., 2008; Dooley et al., 2009; Dubrovsky et al., 1991;
Patchin & Hinduja, 2006): The victim had no possibility of knowing who and how many people had observed the
incident. From the perspective of a bystander observing the incident, one could assume that the victim did not
know that she or he had seen the derogatory comments. Moreover, bystanders were only able to see the attack,
but they could not see Thomas' (the fictive victim’s) reaction to it. These specific features of online victimization
create an ambiguous situation for perceiving, evaluating, and interpreting the incident itself as well as one’s own
willingness to intervene.

After being exposed to the cyberbullying incident, we asked the participants to evaluate the severity of the
incident, their tendency to blame the victim, and whether they would be willing to help the victim. All items for
each question were randomized to prevent biases due to the order of items. Finally, we debriefed the participants
about the fictive nature of the incident and all of the persons involved in it.

Ethical Aspects

Since the study is based on an online-experiment, one might raise the question what information was given at
which point in time to our participants and how other ethical aspects were handled. First, we fully complied with
the American Psychological Association (APA) ethical standards as well as with research guidelines provided by
the German research foundation (country, where the study was conducted). Right in the beginning of the study,
on the landing page, participants were informed about the length of the questionnaire, they were given contact
information to the authors of the study, they were informed that participation was voluntary and that they could
opt out at any time, and that all the data was collected anonymously and for scientific inquiry only. As such,
participation in the study was voluntary, open to everybody, no registration was required, and we did not offer
any incentives. With respect to the issue of our study, participants were informed in general terms that they were
participating in a survey on the topic of cyberbullying. Yet, the fictive nature of the incident was not disclosed to
them until the very end of the experiment (i.e., the final page of our online questionnaire contained a debriefing).

We decided to use only complete data sets (i.e., we had not to handle missing values), because participants were
not given the option to answer “prefer not to say”; instead they were not forced to answer all questions/evaluate
all items of the questionnaire, but could skip them.

Measures

Perceived severity. We asked participants to evaluate the severity of the incident via seven semantic differentials
on 5-point scales. The respective question read as follows: “How would you evaluate the incident with respect to
the following aspects? nasty-not nasty (reverse coded), embarrassing-not embarrassing (reverse coded), hurtful-
not hurtful (reverse coded), funny-sad, encouraging-humiliating, humorous-in bad taste, undignified-dignified
(reverse coded)” (The instruction for evaluating these items read as follows: “Please indicate your assessment of
the incident by choosing the attribute that best describes your evaluation. You can use the three options in
between to graduate you answer”). The Cronbach’s alpha for the resulting scale was a =.75.

Victim blaming. To establish participants’ tendency to (partially) attribute blame for the cyberbullying incident to
the victim, we presented them with four items similar to those that Weber et al. (2013) developed by drawing on
the just world theory (Lerner & Miller, 1978): “Thomas had it coming,” “Thomas has provoked the incident,” “It is



Thomas' fault that his classmates reacted to this situation in such a way,” and “Thomas could have prevented the
incident from happening.” All items were rated on 5-point scales ranging from 7 =/ do not agree at all to 5 =/ fully
agree. The reliability of the scale was a = .75.

Willingness to help. We established the participants’ willingness to help the victim using seven items based on
the items that Bastiaensens et al. (2014) developed. The items covered a wide range of possible intervention
strategies that differed primarily in whether the assistance was given privately or publicly (e.g., “l would console
Thomas in private,” “I would make the bullies aware of their misconduct by sending them a private message on
Facebook,” and “I would publicly share a comment on Facebook in which | confront the bullies” on 5-point scales
from 7 =1 do not agree at all to 5 =/ fully agree). We conducted an explorative factor analysis to test whether the
difference in public or private support measures constituted a different dimension of participants’ willingness to
help the victim. However, the result was a one-factor solution (principal component analysis, oblique rotation [i.e.,
direct oblimin]; Kaiser-Meyer-Olkin measure = .81; all factor loadings were above .40 as Field (2013) suggested;
41% explained variance). Thus, the participants seemed to regard public and private support measures in a
comparable way, suggesting that we calculate one aggregate index from all the items. The internal consistency of
the scale was satisfactory, with the Cronbach’s a =.76.

Sociodemographic variables. At the end of the questionnaire, we measured the participants’ main
sociodemographic characteristics (age, gender, education) and their previous experiences as a victim, bully, and/or
bystander of cyberbullying. For the latter, participants were directly asked whether they had experience with
bullying on the internet and it was specified in terms of having received/sent/seen text posts/pictures that
derogated and/or contained content that was mean about others/oneself.

Data Analysis

We conducted the mediation analysis using the PROCESS (v2, 16.3) procedure for SPSS 23 (Hayes, 2013). The
treatment conditions were represented by a dummy-coded independent variable (0 = incident with insults only;
1 = incident containing threats and insults). Significance of indirect effects was assessed using bias-corrected
confidence intervals (bootstrapping, m = 10.000).

Results

Preliminary Analysis

In what follows, we present a descriptive analysis of our data before moving on to hypothesis testing. We include
the means, standard deviations, reliability scores, and bivariate correlations for the main variables in Table 1. The
participants in both treatment conditions evaluated the incident as relatively severe (if one considers that 5 was
the scale maximum). Yet, the average rating of those in the less severe treatment condition was significantly lower
(M =4.43, SD = 0.5) than the one in the (more severe) treatment condition with an incident containing insults and
threats (M =4.7, SD = 0.37, t(238) =-4.821, p <.001). The tendency to blame the victim was comparably low in both
treatment conditions, and there were no significant differences between the two groups. The same held true for
participants’ willingness to help the victim. The correlations between the variables showed a comparable pattern
for both treatment conditions: Participants’ perception of the severity of the incident and their tendency to blame
the victim were significantly negatively correlated (finsuits = -.43, p <.0071; Finsults+threats = -.42, p <.001). The same held
true for victim blaming and participants’ willingness to help (rinsuits = -.36, p < .001; rinsults+threats = -.24, p = .008). In
contrast, participants’ evaluation of the incident with respect to its severity had a significant positive correlation
with their willingness to comfort the victim (rinsuits = .31, p = .007; Finsults+threats = .26, p = .003). All the correlations
indicated a medium-large effect size. In sum, the descriptive analyses indicated that participants’ perceived
severity constituted a key variable in the relationship between incident severity, victim blaming, and willingness to
help.

We aimed to investigate how bystanders evaluate and interpret cyberbullying incidents and how they—based on
these considerations—formed their intention to help. Thus, we ran ANOVAs as a preliminary analysis to compare
whether participants with different experiences (never vs. once vs. several times) as bystanders differed with
respect to our main variables. While participants with different bystander experiences did not differ with respect



to their tendency to blame the victim (F(2, 239) = 0.28, p =.756) or their willingness to help (F(2, 239) = 1.74, p = .178),
their evaluation of the incident as severe differed significantly with respect to their previous experience as
observers of such incidents. Participants who had observed a cyberbullying incident several times in the past rated
the incident as significantly more severe than participants who had never seen such an attack of online
victimization (M = 4.66, SD = 0.38 vs. M = 4.51, SD = 0.51; A2, 239) = 3.77, p = .024). Those who had seen such an
incident only once in their lifetime did not differ significantly from the other two groups.

Table 1. Means, Standard Deviations, Reliability, and Bivariate Correlations for the Main Variables.

Treatment Condition

Insults Only Insults + Threats
(n=114) (n=126)
Variable Cronbach’s a M SD Pearson’'s r M SD Pearson’s r
1 2 1 2
1. Perceived severity .75 4432 0.50 4,702 0.37
2. Victim blaming 75 221 0.80 -.43*** 211 0.76 - 42%**
3. Willing-ness to help .76 292 0.76 31*** _36*** 305 0.77 .26%* - 24%*

Note: N = 240. For all indexes: Min =1 and Max =5
2Significant difference with t¢(238) = -4.821, p =.000
**p <.01., ***p <.001

Hypotheses Testing

We ran a sequential mediation model to test our hypotheses (Model 6 from Hayes' (2013) PROCESS macro) (see
Figure 1). The model contained the type of incident as the independent variable, the perceived severity of the
incident as the first mediator, participants’ tendency to blame the victim for the incident as the second mediator,
and their willingness to help as the dependent variable. We also estimated the direct effects of the type of incident
on victim blaming and willingness to help the victim in order to estimate a full model.

In line with our hypotheses, participants evaluated the cyberbullying incident containing threats and insults as
more severe compared to the incident that contained only insults and no threats (B =.30, b =.27, p <.001; R?2= .09,
p <.001; H1a supported). Additionally, evaluating the incident as severe significantly correlated with participants’
willingness to help. The more severe the participants evaluated the incident, the more they were willing to
intervene in favor of the victim (B = .20, b = .33, p =.005). Accordingly, the indirect effect of the type of incident on
participants’ willingness to help the victim mediated via the participants’ evaluation of the incident as severe was
significant (indirect effect: B=.06, b = .09, 95% Cl [0.03, 0.18]; H1b supported). In sum, if the victim of the
cyberbullying incident was attacked with threats and insults, participants perceived the incident as more severe,
which made them more likely to support the victimized person. Additionally, victim blaming was significantly
related to the participants’ notion that the incident was severe, with a less negative evaluation of the incident being
accompanied by a higher level of victim blaming (B = -.44, b =- .76, p < .001; R2= .18, p <.001). The indirect effect
of the type of the incident on victim blaming mediated via participants’ assessment of the incident’s severity was
also significant (indirect effect: B = -.13, b = -.21, 95% Cl [-0.33, -0.12], H2a supported). Therefore, victims of
cyberbullying incidents that bystanders perceive as not very severe run a higher risk of being assigned (a part of
the) blame for the incident.

Victim blaming significantly correlated with participants' willingness to help (B=-.21, b =-.21, p <.001). Participants
who were more prone to blaming the victim were also more reluctant to assist the victim. Finally, the indirect effect
of the type of the incident on willingness to help mediated via the participants’ evaluation of the incident’s severity
and their tendency to blame the victim was significant (indirect effect: f = .03, b = .04, 95% Cl [0.02, 0.09]; H2b
supported). Participants perceived an incident containing only insults (and no threats) as less severe;
consequently, they were more prone to attribute guilt to the victim and were ultimately less willing to support her
or him in this emergency situation (variance of the dependent variable explained by all three predictors: R? = .12;
p <.001). The total indirect effect (i.e., the sum of all indirect effects) of the type of incident via perceived severity
and victim blaming on participants’ willingness to help the victim was significant (B = .06, b =.11, 95% Cl [0.03,



0.21]). The two indirect effects of incident severity on willingness to help were significant despite the fact that
neither victim blaming nor willingness to help overall differed between treatment conditions (see the preliminary
analysis). This is because the two direct effects from incident severity on victim blaming and willingness to help,
though insignificant, masked the indirect effects in the simple group comparison. That is, we indeed needed a
mediation model in order to fully analytically grasp the processes at work that linked incident severity and
bystanders' helping behavior.

R'=.09 R=.18
i i i *kk
Perc;:\(/aei(:]csiz\;enr;ty of L > Victim blaming
0.30*** _0.21%*
**
0.07 0.20 2 5

Type of cyberbullying
incident
(1 =insults + threats)

Willingness to help
0.01 the victim

Figure 1. Mediation model, standardized coefficients, *p <.05, **p < .01, ***p <.001
Indirect effects with bias-corrected confidence intervals obtained through bootstrapping (m=10,000)
type of incident > Perceived severity of the incident-> willingness to help: 3 =.06, 95% CI [0.03, 0.18]
type of incident - Perceived severity of the incident - victim blaming: 8 =-.13, 95% Cl [-0.33, -0.12]
type of incident > Perceived severity of the incident - victim blaming > willingness to help: B =.03, 95%
C1[0.02, 0.09]
Total indirect effect: B =.06, 95% CI [0.03, 0.21]

Discussion

We aimed to better understand what aspects of a cyberbullying incident influenced bystanders’ willingness to
help. The fact that bystanders in online environments are even less inclined to help the victim as compared to
offline bullying (Barlinska, Szuster, & Winiewski, 2013) renders such an investigation highly relevant.

We focused on the characteristics of the incident itself as well as the bystanders’ evaluation and interpretation of
such an incident. Similar to Obermaier et al's (2016) results, our study shows that objectively more severe
incidents (containing threats and insults) are indeed ascribed a higher level of severity by those observing the
incident. This, in turn, correlates with a higher intention to intervene among our participants in their role as
bystanders, which is in line with Bastiaensens et al.'s (2014) findings. Therefore, the degree of emergency in a
problematic situation (as indicated in our study by the existence of threats and insults as compared to only insults
against the victim) is a gauge for bystanders’ willingness to assist the victim in both offline situations (Shotland &
Huston, 1979) and cyber victimization.

Additionally, the more severe a bystander evaluates the perpetration to be, the less she or he ascribes blame to
the victim, which is regarded as a key component of moral disengagement (DeSmet et al., 2014; Price et al., 2014).
Weber et al. (2018) obtained comparable results: In a setting to investigate the role of gender-stereotyped
processing in cyberbullying, the study showed that the more an incident represented a power imbalance between
the perpetrator and the victim, the less the victim was ascribed guilt for being attacked by bystanders.
Consequently, victims of presumably less severe incidents in particular are at risk of being blamed because
potential bystanders do not evaluate these situations as critical or problematic. In such situations, they feel less
responsible for intervening and participate more intensely in moral disengaging, which is linked to a lower
willingness to help the victim (comparable to Obermaier et al., 2016). The actual consequences of the incident may



still be devastating. Here, bystanders who do not help the victim but instead inflict even more hurt substantially
contribute to a lasting experience of victimization (Campbell et al., 2001).

Limitations

Notwithstanding, we must note some limitations to consider when interpreting our results. Our sample is
considerably biased toward the higher educational strata. Since cyberbullying is more prevalent among less
educated strata (Walrave & Heirman, 2011), these adolescents’ experiences with cyberbullying might be more
extensive. Being more familiar with different types and also the consequences of cyberbullying might result in a
higher sensitivity toward seemingly less severe incidents. This also holds true for the participants in our sample.
Participants who had observed a cyberbullying incident several times in the past rated the incident as significantly
more severe than participants who had never seen such an attack of online victimization. Consequently, further
research with a more educationally diverse sample is needed.

We should also question what aspects of adolescents’ previous experiences with cyberbullying lead to a higher
sensitivity among bystanders and therefore make them more prone to assist the victim. The same applies for the
evaluation criteria we used to assess the severity of the online victimization. In our study, participants’ perception
of the severity of the incident was established by a broad set of items (nevertheless, these items were
characterized by a high internal consistency and loaded on the same factor). This comparably broad measurement
of perceived severity was motivated by our aim to cover very different considerations among bystanders when
evaluating the severity of victimization online (e.g., based on potential harm to the victim or the extent to which
the perpetrator subverted moral standards). However, investigating the relative relevance of different evaluation
criteria could enhance our understanding of how intentions to help are formed. This is particularly important
because the perceived severity constituted a key variable in the relationship between incident severity, victim
blaming, and intention to help.

The same holds true for the concept of feeling responsible to intervene (step 3 in the model by Latané and Darley,
1970). We investigated this step of reasoning and attributing responsibility by relying on the concept of victim
blaming as a main mechanism of moral disengagement; however, victim blaming presumably only indirectly
relates to one’s personal feeling of being responsible. For example, it is conceivable that a particularly severe
incident accompanied by a victim's alleged misconduct could result in an intense feeling of personal responsibility
(because of general moral standards to help people in emergencies), although the victim is also ascribed
considerable guilt for having caused the incident (due to the supposed misconduct). More information on the
dimensions of one's previous experience, on the relative importance of different evaluation criteria for assessing
the severity of an incident, and on how victim blaming and the sense of personal responsibility relate to each other
could inform prevention campaigns and measures at schools and among online communities.

Additionally, we used a fictive scenario with a victim and perpetrator who were unknown to the bystanders (the
participants). In a real setting, bystanders could draw on more information such as personal characteristics and
the bully's and the victim's past behavior, or they could draw on their own relationship to the individuals involved
in the incident. Particularly, researchers have found that the victim’s characteristics, such as extraversion and self-
disclosure on social networking services, influenced victim blaming (Schacter et al., 2016; Weber et al., 2013).
Hence, field research is needed to better understand how such complex social relationships affect bystander
behavior in cyberbullying. Field research is also needed to substantiate our knowledge of real bystander behavior,
as investigating real behavior in an experimental design is not only difficult, but it also incurs ethical problems.
Although real behavior and intention to act are highly correlated—in a meta-analysis of studies testing the theory
of planned behavior, Armitage and Conner (2001) reported a correlation of r = .47—there is still a large gap
between both. In our experimental study, we only investigated intentions (i.e., self-report measures of one's
willingness to help), and it remains unknown how the “objective” and perceived severity as well as victim blaming
would affect participants’ actual support for the victim.

Moreover, we created a scenario to investigate the effect of incidents that differed in their degree of severity. We
operationalized this by contrasting the effects of an attack containing insults and threats with an attack that only
contained insults. While this procedure allowed us to unequivocally manipulate the degree of “objective” severity,
it did not enable us to draw conclusions with respect to the question of how different types of incidents (i.e., insults



vs. threats) affected bystanders’ evaluation, interpretation, and intention to help. Particularly, qualitative research,
which generates more diversified results, should focus on the consequences of different types of incidents for
bystanders' intentions to comfort the victim.

One final limitation concerns the design of our study: We studied the causal mechanisms resulting from incidents
with different degrees of severity on participants’ perceived severity, their tendency to blame the victim, and
finally, their intention to help. While the experimental manipulation allowed us to investigate the causal impact of
the “objective” severity of the incident, the cross-sectional design inhibited us from drawing causal conclusions
regarding the mediators and dependent variable. We can only assume the direction of effects studied here
because theoretical considerations (particularly the model by Latané and Darley, 1970) suggest this direction.

Conclusion

In sum, the findings presented here add to existing research in three ways: 1) They contribute to the robustness
of existing findings (due to the replication of results on the effects of incident severity). 2) They extend existing
research by including mediators that have not yet been connected to each other in research on bystander
behavior in cyberbullying and as such they help to investigate the cognitive process suggested by Latané and
Darley (1970) in a more comprehensive way. 3) Since our study design was greatly informed by previous qualitative
research, we were also able to overcome some of the methodological shortcomings of previous research on
bystander behavior in cyberbullying (e.g. more realistic setting).

Therefore, our study adds evidence to our understanding of how the dynamics between perceiving, evaluating,
and interpreting a cyberbullying incident—as Latané and Darley (1970) described for offline emergency
situations—crucially shape bystanders’ intentions to react. We paid particular attention to the phenomenon of
moral disengagement in terms of attributing partial blame to the victim. Yet, the dynamics between evaluating an
incident, blaming the victim for having caused it, and willingness to support the person in an emergency show that
even presumably less serious incidents can cause severe harm to the victim (Tokunaga, 2010). In light of the fact
that less severe incidents are often dismissed—even by teachers and parents—as being “fun” or benign teasing,
our results suggest that more efforts are needed to educate the involved individuals about the severity of the
consequences that seemingly harmless incidents can have. Even more so, the characteristics of online
environments contribute to bystanders’ potential misinterpretation of an emergency situation. They cannot
directly observe how a victim is suffering from an attack, and as such, they lack information on the severity of the
incident of which a victims’ suffering can be indicative. They evaluate the situation based solely on the obvious
characteristics of the perpetration; consequently, they may underestimate the harmful impact of the attack.
Prevention programs that contain empathy training may compensate for this lack of information. In such trainings,
pupils are asked to reflect on the thoughts, feelings, and motivations of perpetrators and victims after being
exposed to different cyberbullying scenarios. These programs have been shown to enhance adolescents' cognitive
and affective empathetic concern with the victim and to reduce cyberbullying (Schultze-Krumbholz, Schultze,
Zagorscak, Wolfer, & Scheithauer, 2016). Such prevention measures could sensitize individuals to the
consequences of cyberbullying—particularly for incidents that are seemingly less severe. Moreover, school
prevention programs on traditional bullying should incorporate information on the specific characteristics of
bullying online (see Runions & Bak, 2015) to educate the involved persons (school staff and pupils) about the
differences (lack of information, unlimited scope, etc.) and their serious consequences for the victims. Only by
making teachers, parents, and peers aware that even seemingly innocuous cyberbullying incidents may result in
serious and harmful consequences will we be able to prevent victims from being hurt additionally via secondary
victimization.
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